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above book.

Exa Example (Solved example)

Eqn Equation (Particular equation of the above book)

AP Appendix to Example(Scilab Code that is an Appednix to a particular
Example of the above book)

For example, Exa 3.51 means solved example 3.51 of this book. Sec 2.3 means
a scilab code whose theory is explained in Section 2.3 of the book.
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Chapter 2

Mathematics of Cryptography

Scilab code Exa 2.1 Binary operations on two integers

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //
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|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 16 o f
the book w i l l do the f o l l o w i n g Binary o p e r a t i o n s

|
13 // | 1 . Add i t i on
14 // | 2 . S u b s t r a c t i o n
15 // | 3 . M u l t i p l i c a t i o n
16 clear;

17 clc;

18 a=5;

19 b=9;

20 printf(”−−−−−−−−−Binary Operat ions−−−−−−−\n”);
21 printf(”\nADD\n”)
22 printf(”%d + %d = %d\n”,a,b,a + b);

23 printf(”(−%d) + %d = %d\n”,a,b,(-a) + b );

24 printf(”%d + (−%d) = %d\n”,a,b,a + (-b));

25 printf(”(−%d) + (−%d) = %d\n”,a,b,(-a) + (-b));

26 printf(”\nSUBTRACT\n”)
27 printf(”%d − %d = %d\n”,a,b,a - b);

28 printf(”(−%d) − %d = %d\n”,a,b,(-a) - b );

29 printf(”%d − (−%d) = %d\n”,a,b,a - (-b));

30 printf(”(−%d) − (−%d) = %d\n”,a,b,(-a) - (-b));

31 printf(”\nMULTIPLY\n”)
32 printf(”%d x %d = %d\n”,a,b,a * b);

33 printf(”(−%d) x %d = %d\n”,a,b,(-a) * b );

34 printf(”%d x (−%d) = %d\n”,a,b,a * (-b));

35 printf(”(−%d) x (−%d) = %d\n”,a,b,(-a) * (-b));

Scilab code Exa 2.2 Division Algorithm

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the
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CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 17 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . D i v i s i o n Algor i thm f o r a = 255 and n=11
14 // | 2 . P r i n t the r e s u l t i n the p rope r o r d e r with the

r e s u l t f o r q and r i n the s c i l a b command l i n e
15 clc;

16 clear;

17 a=255;

18 n=11;

19 q=int(a/n);

20 r=a-(q*n);

21 printf(” %d\n”,q);
22 printf(” −−−−−−−−−−\n”);
23 printf(”%d | %d\n”,n,a);
24 printf(” | %d\n”,n*q);
25 printf(” −−−−\n”);
26 printf(” %d”,r);
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Scilab code Exa 2.3 Convert negative to postive

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 17 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the rema inder when the d i v i d e n d i s

n e g a t i v e
14 // | 2 . Take the d i v i d e n d as −255 and d i v i s o r as 11

and f i n d the rema inder
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;
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17 clear;

18 a=-255;

19 n=11;

20 q=int(a/n);

21 r=a-n*q;

22 printf(” B e f o r e : \n%d = ( %d x %d ) + %d\n”,a,q,n,r);
23 if a<0 then:

24 q=q-1;

25 r=r+n;

26

27 printf(” A f t e r : \n%d = ( %d x %d ) + %d\n”,a,q,n,r);

Scilab code Exa 2.4 integer divison

1 // Chapter No : 2 E x e r c i s e Number : 2 . 4 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //
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|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 18 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the rema inder f o r 32 / 4 and show tha t 4

| 32 with r=0
14 // | 2 . Find the rema inder f o r 42 / 8 and show tha t 8

+ 42 with r=2
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18 a1=32;

19 n1=4;

20 n2=8;

21 a2=42;

22 q1=int(a1/n1);

23 r1=a1-q1*n1;

24 q2=int(a2/n2);

25 r2=a2-q2*n2;

26 printf(”%d = ( %d x %d ) + %d\n”,a1 ,q1,n1,r1);
27 printf(” r=%d => , %d | %d\n”,r1 ,n1,a1);
28 printf(”%d = ( %d x %d ) + %d\n”,a2 ,q2,n2,r2);
29 printf(” r=%d => , %d + %d”,r2 ,n2,a2);

Scilab code Exa 2.5 Division properties

1 // Chapter No : 2 E x e r c i s e Number : 2 . 5 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s
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d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 18 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . S o l v e and prove f o r 13 | 78 , 7 | 98 , −6 | 24 ,

4 | 44 , 11 | (−33)
14 // | 2 . S o l v e and prove f o r 13 + 27 , 7 + 50 , −6 + 23 ,

4 + 41 , 11 + (−32)
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18 a=78

19 n=13

20 printf(” %d | %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

21 a=98;

22 n=7;

23 printf(” %d | %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

24 a=24;

25 n=-6;

26 printf(” %d | %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

27 a=44;

14



28 n=4;

29 printf(” %d | %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

30 a=-33

31 n=11;

32 printf(” %d | %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

33 a=27;

34 n=13;

35 printf(” %d + %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

36 a=50;

37 n=7;

38 printf(” %d + %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

39 a=23;

40 n=-6;

41 printf(” %d + %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,abs(int(a/n)),n,a-abs(int(a/n))*n);

42 a=41;

43 n=4;

44 printf(” %d + %d , s i n c e %d = ( %d x %d ) + %d\n”,a,
n,a,int(a/n),n,a-int(a/n)*n);

Scilab code Exa 2.6 Positive integer division

1 // Chapter No : 2 E x e r c i s e Number : 2 . 6 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
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5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 18 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Prove 3 | 45 when g i v e n 3 | 15 and 15 | 45
14 // | 2 . Prove 3 | 66 when g i v e n 3 | 15 and 3 | 9
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18 a=3;

19 b=15;

20 c=45;

21 printf(” S i n c e %d | %d [ %d = ( %d x %d ) + %d ] ”,b,
a,b,int(b/a),a,b-int(b/a)*a);

22 printf(”\ t and\ t ”)
23 printf(” %d | %d [ %d = ( %d x %d ) + %d ] \ n”,c,b,c

,int(c/b),b,c-int(c/b)*b);

24 printf(” T h e r e f o r e u s i n g the proper ty , i f a | b and b | c
=> a | c : \ n %d | %d [ %d = ( %d x %d ) + %d ] \ n”
,c,a,c,int(c/a),a,c-int(c/a)*a);

25

26 a=3;

27 b=15;

28 c=9;

29

16



30 printf(”\n\ nS ince %d | %d [ %d = ( %d x %d ) + %d ]
”,b,a,b,int(b/a),a,b-int(b/a)*a);

31 printf(”\ t and\ t ”)
32 printf(” %d | %d [ %d = ( %d x %d ) + %d ] \ n”,c,a,c

,int(c/a),a,c-int(c/a)*a);

33 printf(” T h e r e f o r e u s i n g the proper ty , i f a | b and a | c
=> a | ( b x n + c x m) : \ n ”);

34 printf(”%d | ( %d x %d + %d x %d ) => %d | %d”,a,b
,2,c,4,a,b*2+c*4);

Scilab code Exa 2.7 Find the greatest common divisor

1 // Chapter No : 2 E x e r c i s e Number : 2 . 7 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|
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12 // | This worked out example found i n Page No : 20 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . F ind ing the g r e s t e s t common d i v i s o r o f 2740

and 1760
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e

f o r each i t e r a t i o n
15 clc;

16 clear;

17 printf(” q r1 r2 r \n”)
18 a=2740;

19 b=1760;

20 q=int(a/b);

21 r=a-b*q;

22 printf(” %d %d %d %d \n”,q,a,b,r);
23 while r~=0,

24 a=b;

25 b=r;

26 q=int(a/b);

27 r=a-b*q;

28 printf(” %d %d %d %d \n”,q,a,b,r);
29 end

30 printf(” %d %d \n”,b,r);
31 printf(”\ nThere fo r e , gcd (%d, %d)=%d” ,2740,1760,b);

Scilab code Exa 2.8 Find the greatest common divisor of 25 and 60

1 // Chapter No : 2 E x e r c i s e Number : 2 . 8 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s
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d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 20 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . F ind ing the gcd o f 25 and 60
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e

f o r each i t e r a t i o n
15 clc;

16 clear;

17 printf(” q r1 r2 r \n”)
18 a=25;

19 b=60;

20 q=int(a/b);

21 r=a-b*q;

22 printf(” %d %d %d %d \n”,q,a,b,r);
23 while r~=0,

24 a=b;

25 b=r;

26 q=int(a/b);

27 r=a-b*q;

28 printf(” %d %d %d %d \n”,q,a,b,r);
29 end

30 printf(” %d %d \n”,b,r);
31 printf(”\ nThere fo r e , gcd (%d, %d)=%d” ,25,60,b);
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Scilab code Exa 2.9 Find the GCD

1 // Chapter No : 2 E x e r c i s e Number : 2 . 9 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 22 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Perform extended e u c l i d e a n a l g o r i t h m f o r a=161

and b=28
14 // | 2 . Find the gcd , s and t from the above a l g o r i t h m
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16

17 clc;
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18 clear;

19 printf(” q r1 r2 r s1 s2 s t1 t2
t \n”)

20 a=161;

21 b=28;

22 q=int(a/b);

23 r=a-b*q;

24 s1=1;

25 s2=0;

26 s=s1 -q*s2;

27 t1=0;

28 t2=1;

29 t=t1 -q*t2;

30 printf(” %d %d %d %d %d %d %d %d
%d %d \n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

31 while r~=0,

32 a=b;

33 b=r;

34 q=int(a/b);

35 r=a-b*q;

36 s1=s2;

37 s2=s;

38 s=s1 -q*s2;

39 t1=t2;

40 t2=t;

41 t=t1 -q*t2;

42 printf(” %d %d %d %d %d %d %d
%d %d %d\n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

43 end

44 printf(” %d %d %d %d %d
%d \n”,b,r,s2,s,t2 ,t);

45 printf(”\ n T h e r e f o r e : \ ngcd (%d, %d)=%d\ns=%d, t=%d =>
%d x %d + %d x %d = %d” ,25,60,b,s2,t2,s2 ,161,

t2 ,28,s2 *161+t2*28);
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Scilab code Exa 2.10 find gcd of a and b and also the values of s and t

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 0 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 22 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Perform extended e u c l i d e a n a l g o r i t h m f o r a=17

and b=0
14 // | 2 . Find the gcd , s and t from the above a l g o r i t h m
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18 a=17;

19 b=0;

20 s1=1;

21 s2=0;

22



22 t1=0;

23 t2=1;

24 printf(” q r1 r2 r s1 s2 s t1 t2
t \n”);

25 printf(” %d %d %d %d %d
%d \n”,a,b,s1,s2,t1 ,t2);

26 while b~=0,

27 a=b;

28 b=a-int(a/b);

29 q=int(a/b);

30 s1=s2;

31 s2=s1-q*s2;

32 t1=t2;

33 t2=t1-q*t2;

34 printf(” %d %d %d %d %d %d %d %d
%d %d \n”,q,a,b,a-b*q,s1,s2,s1-q*s2,t1,t2

,t1 -q*t2);

35 end

36 printf(”\ n T h e r e f o r e : \ ngcd (%d, %d)=%d\ns=%d, t=%d =>
%d x %d + %d x %d = %d” ,17,0,a,s1,t1 ,s1 ,17,t1

,0,s1*17+t1*0);

Scilab code Exa 2.11 Find the GCD

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
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−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 22 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Perform extended e u c l i d e a n a l g o r i t h m f o r a=0

and b=45
14 // | 2 . Find the gcd ( a , b ) , s and t from the above

a l g o r i t h m
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16

17 clc;

18 clear;

19 a=0;

20 b=45;

21 s1=1;

22 s2=0;

23 t1=0;

24 t2=1;

25 printf(” q r1 r2 r s1 s2 s t1 t2
t \n”);

26 printf(” %d %d %d %d %d
%d \n”,a,b,s1,s2 ,t1 ,t2);

27 while b~=0,

28 r=a-int(a/b)

29 a=b;

30 b=r;

31 if b==0,
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32 q=0;

33 else ,

34 q=int(a/b)

35 end

36 s1=s2;

37 s2=s1-q*s2;

38 t1=t2;

39 t2=t1-q*t2;

40 printf(” %d %d %d %d %d %d %d %d
%d %d \n”,q,a,b,a-b*q,s1,s2,s1-q*s2,t1,t2

,t1 -q*t2);

41 end

42 printf(”\ n T h e r e f o r e : \ ngcd (%d, %d)=%d\ns=%d, t=%d =>
%d x %d + %d x %d = %d” ,0,45,a,s1,t1 ,s1 ,0,t1

,45,s1*0+t1*45);

Scilab code Exa 2.12 Find the particular and general solution of the equation

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai
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9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 23 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the p a t i c u l a r and g e n e r a l s o l u t i o n to the

e q u a t i o n 21x + 14y = 35
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 a=[21 14 35]

18

19 common=gcd(a)

20 a=a/common

21

22 disp(”x=k”)
23 printf(”y=(%d−%dx) /%d”,a(3),a(1),a(2))

Scilab code Exa 2.14 Finding Results of various mod operations

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
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−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 24 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . 27 mod 5
14 // | 2 . 36 mod 12
15 // | 3 . −18 mod 14
16 // | 4 . −7 mod 10
17 // | 5 . P r i n t the r e s u l t i n the s c i l a b command l i n e
18 clc;

19 clear;

20 a=27

21 n=5

22 if(n~=0),

23 r=a-int(a/n)*n

24 q=int(a/n)

25 if(a<0),

26 q=q-1;

27 r=r+n;

28 end

29 end

30 printf(” %d mod %d = %d\n”,a,n,r);
31

32 a=36

33 n=12

34 if(n~=0),

35 r=a-int(a/n)*n
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36 q=int(a/n)

37 if(a<0),

38 q=q-1;

39 r=r+n;

40 end

41 end

42 printf(” %d mod %d = %d\n”,a,n,r);
43

44 a=-18

45 n=14

46 if(n~=0),

47 r=a-int(a/n)*n

48 q=int(a/n)

49 if(a<0),

50 q=q-1;

51 r=r+n;

52 end

53 end

54 printf(” %d mod %d = %d\n”,a,n,r);
55

56 a=-7

57 n=10

58 if(n~=0),

59 r=a-int(a/n)*n

60 q=int(a/n)

61 if(a<0),

62 q=q-1;

63 r=r+n;

64 end

65 end

66 printf(” %d mod %d = %d”,a,n,r);

Scilab code Exa 2.16 Performing arithmetic operations in Zn

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 6 o f the
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Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 27 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Add 7 to 14 i n Z ( 1 5 )
14 // | 2 . S u b t r a c t 11 from 7 i n Z ( 1 3 )
15 // | 3 . M u l t i p l y 11 by 7 i n Z ( 2 0 )
16 // | 4 . P r i n t the r e s u l t i n the s c i l a b command l i n e
17

18 clc;

19 clear;

20 printf(”a . \ n”)
21 a=7

22 b=14

23 c=a+b

24 n=15

25 if(n~=0),
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26 r=c-int(c/n)*n

27 q=int(c/n)

28 if(c<0),

29 q=q-1;

30 r=r+n;

31 end

32 end

33 printf(” (%d + %d) mod %d −> (%d) mod %d = %d\n”,b,
a,n,c,n,r);

34

35 printf(”\n”)
36

37 printf(”b . \ n”)
38 a=11

39 b=7

40 c=b-a

41 n=13

42 if(n~=0),

43 r=c-int(c/n)*n

44 q=int(c/n)

45 if(c<0),

46 q=q-1;

47 r=r+n;

48 end

49 end

50 printf(” (%d − %d) mod %d −> (%d) mod %d = %d\n”,b,
a,n,c,n,r);

51

52 printf(”\n”)
53

54 printf(” c . \ n”)
55 a=11

56 b=7

57 c=a*b

58 n=20

59 if(n~=0),

60 r=c-int(c/n)*n

61 q=int(c/n)
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62 if(c<0),

63 q=q-1;

64 r=r+n;

65 end

66 end

67 printf(” (%d x %d) mod %d −> (%d) mod %d = %d\n”,b,
a,n,c,n,r);

Scilab code Exa 2.17 Performing arithmetic operations From Z or Zn

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 7 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 27 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s
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|
13 // | 1 . Add 17 to 27 i n Z ( 1 4 )
14 // | 2 . S u b t r a c t 34 from 12 i n Z ( 1 3 )
15 // | 3 . M u l t i p l y 123 by −10 i n Z ( 1 9 )
16 // | 4 . P r i n t the r e s u l t i n the s c i l a b command l i n e
17 clc;

18 clear;

19

20 printf(”a . \ n”)
21 a=27

22 b=17

23 c=a+b

24 n=14

25 if(n~=0),

26 r=c-int(c/n)*n

27 q=int(c/n)

28 if(c<0),

29 q=q-1;

30 r=r+n;

31 end

32 end

33 printf(” (%d + %d) mod %d −> (%d) mod %d = %d\n”,b,
a,n,c,n,r);

34

35 printf(”\n”)
36

37 printf(”b . \ n”)
38 a=43

39 b=12

40 c=b-a

41 n=13

42 if(n~=0),

43 r=c-int(c/n)*n

44 q=int(c/n)

45 if(c<0),

46 q=q-1;

47 r=r+n;

48 end
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49 end

50 printf(” (%d − %d) mod %d −> (%d) mod %d = %d\n”,b,
a,n,c,n,r);

51

52 printf(”\n”)
53

54 printf(” c . \ n”)
55 a=-10

56 b=123

57 c=a*b

58 n=19

59 if(n~=0),

60 r=c-int(c/n)*n

61 q=int(c/n)

62 if(c<0),

63 q=q-1;

64 r=r+n;

65 end

66 end

67 printf(” (%d x %d) mod %d −> (%d) mod %d = %d\n”,b,
a,n,c,n,r);

Scilab code Exa 2.18 Applications of mod operation

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 8 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
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−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 28 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Demonstrat ion o f the p r o p e r t i e s :
14 // / / / | i ) ( a+b )mod n = [ ( a mod n ) +(b mod n ) ] mod n
15 // / / / | i i ) ( a−b )mod n = [ ( a mod n )−(b mod n ) ] mod n
16 // / / / | i i i ) ( axb )mod n = [ ( a mod n ) x ( b mod n ) ] mod n
17 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
18 clc;

19 clear;

20

21 a=1723345;

22 b=2124945;

23 n=11;

24 amodn=a-int(a/n)*n;

25 bmodn=b-int(b/n)*n;

26 aplusbmodn =(amodn+bmodn)-int((amodn+bmodn)/n)*n;

27 printf(” 1 .\ n”);
28 printf(” (%d + %d) mod %d = (%d + %d) mod %d = %d”,a,

b,n,amodn ,bmodn ,n,aplusbmodn);

29

30 printf(”\n”);
31

32 a=1723345;

33 b=2124945;

34 n=11;
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35 amodn=a-int(a/n)*n;

36 bmodn=b-int(b/n)*n;

37 asubbmodn =(amodn -bmodn);

38 if asubbmodn <0 then ,

39 asubbmodn=asubbmodn -int(asubbmodn/n)*n+n;

40 end

41 printf(” 2 .\ n”);
42 printf(” (%d − %d) mod %d = (%d − %d) mod %d = %d”,a,

b,n,amodn ,bmodn ,n,asubbmodn);

43

44 printf(”\n”);
45

46 a=1723345;

47 b=2124945;

48 n=11;

49 amodn=a-int(a/n)*n;

50 bmodn=b-int(b/n)*n;

51 aprodbmodn =(amodn*bmodn);

52 if aprodbmodn <0 then ,

53 aprodbmodn=aprodbmodn -int(aprodbmodn/n)*n+n;

54 else

55 aprodbmodn=aprodbmodn -int(aprodbmodn/n)*n;

56 end

57 printf(” 3 .\ n”);
58 printf(” (%d x %d) mod %d = (%d x %d) mod %d = %d”,a,

b,n,amodn ,bmodn ,n,aprodbmodn);

Scilab code Exa 2.19 Finding remainder of Powers

1 // Chapter No : 2 E x e r c i s e Number : 2 . 1 9 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
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f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 28 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Using the p r o p e r t y 10ˆn mod x = (10 mod x ) ˆn

to f i n d 10ˆn mod 3 , 10ˆn mod 9 and 10ˆn mod 7
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 printf(”\ t (10ˆ n ) mod x = (10 mod x ) ˆn\ t \n”);
19 n=2;

20 x=3;

21 Tmod3 =1;

22 Tmod9 =1;

23 Tmod7 =3;

24 printf(”x = %d\n”,x);
25 printf(” 10 mod %d = %d −> (10ˆ n ) mod %d = (10 mod

%d) ˆn = %dˆn\n”,x,Tmod3 ,x,x,Tmod3);
26 x=9;

27 printf(”x = %d\n”,x);
28 printf(” 10 mod %d = %d −> (10ˆ n ) mod %d = (10 mod
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%d) ˆn = %dˆn\n”,x,Tmod9 ,x,x,Tmod9);
29 x=7;

30 printf(”x = %d\n”,x);
31 printf(” 10 mod %d = %d −> (10ˆ n ) mod %d = (10 mod

%d) ˆn = %dˆn\n”,x,Tmod7 ,x,x,Tmod7);

Scilab code Exa 2.21 Find all additive inverse pairs in Z10

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 29 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . F ind ing a l l a d d i t i v e i n v e r s e i n Z ( 1 0 )
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14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 n=10

19 printf(”n=%d\n”,n);
20 for i = 0:n/2

21 b=n-i

22 if(i==0)

23 b=0

24 end

25 printf(” (%d, %d) \n”,i,b);
26 end

Scilab code Exa 2.22 Find the Multiplicative Inverse of 8 in Z10

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8
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10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 29 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . F ind ing the m u l t i p l i c a t i v e i n v e r s e o f 8 i n Z

( 1 0 )
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 a=10

19 b=8

20 while b~=0

21 r=a-int(a/b)*b

22 a=b

23 b=r

24 end

25 printf(” gcd (%d, %d) = %d\n” ,10,8,a);
26 if(a~=1)

27 printf(” S i n c e gcd (%d, %d) = %d i s not e q u a l to
1 , m u l t i p l i c a t i v e i n v e r s e does not e x i s t . ”
,10,8,a);

Scilab code Exa 2.23 Find all multiplicative inverses in Z10

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which
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4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 29 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . F ind ing a l l m u l t i p l i c a t i v e i n v e r s e p a i r s i n Z

( 1 0 )
14 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17

18 n=10

19 for i = 1:n-1

20 b=i

21 a=n

22 while b~=0

23 r=a-int(a/b)*b

24 a=b

25 b=r

26 end

27 if(a==1),

28 printf(”\ngcd (%d, %d)=%d −> M u l t i p l i c a t i v e
i n v e r s e o f %d e x i s t s . \ n”,n,i,a,i);

29 for j=1:n-1
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30 t=i*j

31 m=t-int(t/n)*n

32 if m==1

33 printf(” M u l t i p l i c a t i v e i n v e r s e o f %d
i s %d −> ( %d x %d) mod %d = %d\

n”,i,j,i,j,n,m);
34 end

35 end

36 end

37 end

Scilab code Exa 2.24 Find all multiplicative inverse pair in Z11

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|
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12 // | This worked out example found i n Page No : 30 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find p a i r o f numbers < 11 such tha t ( a , b ) : a

i s m u l t i p l i c a t i v e i n v e r s e o f b and v i c e v e r s a
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17

18 n=11

19 for i = 1:n-1

20 b=i

21 a=n

22 while b~=0

23 r=a-int(a/b)*b

24 a=b

25 b=r

26 end

27 if(a==1),

28 printf(”\ngcd (%d, %d)=%d −> M u l t i p l i c a t i v e
i n v e r s e o f %d e x i s t s . \ n”,n,i,a,i);

29 for j=1:n-1

30 t=i*j

31 m=t-int(t/n)*n

32 if m==1

33 printf(” M u l t i p l i c a t i v e i n v e r s e o f %d
i s %d −> ( %d x %d) mod %d = %d\

n”,i,j,i,j,n,m);
34 end

35 end

36 end

37 end

Scilab code Exa 2.25 Find all multiplicative inverse of 11 in Z26
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1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 5 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 31 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Perform extended e u c l i d e a n a l g o r i t h m f o r a=26

and b=11
14 // | 2 . Find the m u l t i p l i c a t i v e i n v e r s e
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18

19 printf(” q r1 r2 r s1 s2 s t1 t2
t \n”)

20 a=26;

21 b=11;

22 q=int(a/b);
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23 r=a-b*q;

24 s1=1;

25 s2=0;

26 s=s1 -q*s2;

27 t1=0;

28 t2=1;

29 t=t1 -q*t2;

30 printf(” %d %d %d %d %d %d %d %d
%d %d \n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

31 while r~=0,

32 a=b;

33 b=r;

34 q=int(a/b);

35 r=a-b*q;

36 s1=s2;

37 s2=s;

38 s=s1 -q*s2;

39 t1=t2;

40 t2=t;

41 t=t1 -q*t2;

42 printf(” %d %d %d %d %d %d %d
%d %d %d\n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

43 end

44 printf(” %d %d %d %d %d
%d \n”,b,r,s2,s,t2 ,t);

45

46 printf(”\ngcd (%d, %d)=%d, t h e r e f o r e m u l t i p l i c a t i v e
i n v e r s e e x i s t s \n M u l t i p l i c a t i v e i n v e r s e o f %d =>
(%d) mod %d = %d” ,26,11,b,11,t2 ,26,t2 -int(t2/26)
*26+26);

Scilab code Exa 2.26 Find the Multiplicative Inverse of 23 in Z100

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 6 o f the
Book Name : Cryptography and Network S e c u r i t y by
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Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 31 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Perform extended e u c l i d e a n a l g o r i t h m f o r a=100

and b=23
14 // | 2 . Find the m u l t i p l i c a t i v e i n v e r s e
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16

17 clc;

18 clear;

19 printf(” q r1 r2 r s1 s2 s t1 t2
t \n”)

20 a=100;

21 b=23;

22 q=int(a/b);

23 r=a-b*q;

24 s1=1;
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25 s2=0;

26 s=s1 -q*s2;

27 t1=0;

28 t2=1;

29 t=t1 -q*t2;

30 printf(” %d %d %d %d %d %d %d %d
%d %d \n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

31 while r~=0,

32 a=b;

33 b=r;

34 q=int(a/b);

35 r=a-b*q;

36 s1=s2;

37 s2=s;

38 s=s1 -q*s2;

39 t1=t2;

40 t2=t;

41 t=t1 -q*t2;

42 printf(” %d %d %d %d %d %d %d
%d %d %d\n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

43 end

44 printf(” %d %d %d %d %d
%d \n”,b,r,s2,s,t2 ,t);

45

46 printf(”\ngcd (%d, %d)=%d, t h e r e f o r e m u l t i p l i c a t i v e
i n v e r s e e x i s t s \n M u l t i p l i c a t i v e i n v e r s e o f %d =>
(%d) mod %d = %d” ,100,23,b,23,t2 ,100,t2-int(t2
/100) *100+100);

Scilab code Exa 2.27 Find the inverse of 12 in Z26

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 7 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
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CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 31 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Perform extended e u c l i d e a n a l g o r i t h m f o r a=26

and b=12
14 // | 2 . Find the m u l t i p l i c a t i v e i n v e r s e
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16

17 clc;

18 clear;

19 printf(” q r1 r2 r s1 s2 s t1 t2
t \n”)

20 a=26;

21 b=12;

22 q=int(a/b);

23 r=a-b*q;

24 s1=1;

25 s2=0;

26 s=s1 -q*s2;
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27 t1=0;

28 t2=1;

29 t=t1 -q*t2;

30 printf(” %d %d %d %d %d %d %d %d
%d %d \n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

31 while r~=0,

32 a=b;

33 b=r;

34 q=int(a/b);

35 r=a-b*q;

36 s1=s2;

37 s2=s;

38 s=s1 -q*s2;

39 t1=t2;

40 t2=t;

41 t=t1 -q*t2;

42 printf(” %d %d %d %d %d %d %d
%d %d %d\n”,q,a,b,r,s1 ,s2 ,s,t1,t2 ,t);

43 end

44 printf(” %d %d %d %d %d
%d \n”,b,r,s2,s,t2 ,t);

45

46 printf(”\ngcd (%d, %d)=%d, t h e r e f o r e m u l t i p l i c a t i v e
i n v e r s e does not e x i s t s \n ” ,26,12,b);

Scilab code Exa 2.28 shows an Example of addition and substraction

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 8 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
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d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 34 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Add i t i on o f two m a t r i c e s
14 // | 2 . S u b t r a c t i o n o f two m a t r i c e s
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18 A = [5,2,1;

19 3,2,10]

20 B = [7,2,3;

21 8,10,20]

22 C = A + B

23 disp(C)

Scilab code Exa 2.29 Product of row matrix by column matrix

1 // Chapter No : 2 E x e r c i s e Number : 2 . 2 9 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
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2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 34 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . M u l t i p l i c a t i o n o f a row matr ix with a column

matr ix
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17

18 A = [5,2,1]

19 B = [7;

20 8;

21 2]

22

23 C = A*B

24 disp(C)
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Scilab code Exa 2.30 Shows the product of 2x3 matrix by a 3x4 matrix and result is 2x4 matrix

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 0 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 34 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . M u l t i p l i c a t i o n o f a 2 x3 matr ix by 3 x4 matr ix
14 // | 2 . P r i n t the r e s u l t a n t matr ix i n the s c i l a b

command l i n e
15

16 clc;

17 clear;
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18 A = [5,2,1;

19 3,2,4]

20 B = [7,3,2,1;

21 8,0,0,2;

22 1,3,4,0]

23 C = A*B

24 disp(C)

Scilab code Exa 2.31 Scalar multiplication

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 35 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s
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|
13 // | 1 . M u l t i p l i c a t i o n o f a s c a l a r with a matr ix
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 A = [5,2,1;

18 3,2,4]

19 B = 3*A

20 disp(B)

Scilab code Exa 2.32 Calculating determinant of a 2x2 matrix

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|
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12 // | This worked out example found i n Page No : 35 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . C a l c u l a t i o n o f the de t e rminant o f a 2 x2 matr ix
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 A = [5,2;

18 3,4]

19 disp(det(A))

Scilab code Exa 2.33 Calculating determinant of a 3x3 matrix

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|
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12 // | This worked out example found i n Page No : 35 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . C a l c u l a t e the de t e rminant o f a 3 x3 matr ix
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 A = [5,2,1;

18 3,0,-4;

19 2,1,6]

20

21 disp(det(A))

Scilab code Exa 2.34 A residue matrix and its multiplicative inverse

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8
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10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 36 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . F ind ing the r e s i d u e matr ix A i n Z ( 2 6 )
14 // | 2 . F ind ing the m u l t i p l i c a t i o n i n v e r s e f o r A
15 // | 3 . P r i n t the r e s u l t i n the s c i l a b command l i n e
16 clc;

17 clear;

18

19 A = [3,5,7,2;

20 1,4,7,2;

21 6,3,9,17;

22 13,5,4,16]

23

24

25 B(4,4) = 0

26

27 x=[1:4]

28 y=[1;2;3;4]

29 for i=1:4

30 for j=1:4

31 row=find(x~=i)

32 col=find(x~=j)

33 T=A(row ,col)

34 element =((-1)^(i+j))*det(T)

35 B(i,j)=pmodulo(element ,26)

36 end

37 end

38

39 detA=pmodulo(det(A) ,26)

40 for i=1:25

41 if(pmodulo(i*detA ,26) ==1)

42 detAI=i

43 end
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44 end

45 C=B’

46 disp(pmodulo(C*detA ,26))

Scilab code Exa 2.35 Solve the equation 10x is 2 mod of 5

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 5 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 37 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . S o l v e the e q u a t i o n 10x = 2(mod 15)
14 // | 2 . P r i n t the s o l u t i o n i n the s c i l a b command l i n e
15 clc;
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16 clear;

17 a=10

18 b=2

19 n=15

20 gcd_an=gcd([a,n])

21 if(pmodulo(b,double(gcd_an))==0)

22 common=double(gcd([a,b,n]))

23 ra=a/common

24 rb=b/common

25 rn=n/common

26 for i=1:rn -1

27 if(pmodulo(i*ra,rn)==1)

28 aIv=i

29 break

30 end

31 end

32 x1=pmodulo(rb*aIv ,rn)

33 disp(x1)

34 for k=1: gcd_an -1

35 x=x1+k*(n/gcd_an)

36 disp(x)

37 end

38 else

39 disp(”No S o u l t i o n ”)
40 end

Scilab code Exa 2.36 Solve the equation 14x is 2 mod of 18

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 6 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which
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4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 37 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . S o l v e the e q u a t i o n 14x = 12(mod 18) f o r x
14 // | 2 . P r i n t the s o l u t i o n i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 a=14

19 b=12

20 n=18

21 gcd_an=gcd([a,n])

22 if(pmodulo(b,double(gcd_an))==0)

23 common=double(gcd([a,b,n]))

24 ra=a/common

25 rb=b/common

26 rn=n/common

27 for i=1:rn -1

28 if(pmodulo(i*ra,rn)==1)

29 aIv=i

30 break

31 end
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32 end

33 x1=pmodulo(rb*aIv ,rn)

34 disp(x1)

35 for k=1: gcd_an -1

36 x=x1+k*(n/gcd_an)

37 disp(x)

38 end

39 else

40 disp(”No S o u l t i o n ”)
41 end

Scilab code Exa 2.37 Solve the equation 3x and 4 is 6 mod of 13

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 7 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|
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12 // | This worked out example found i n Page No : 37 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . S o l v e the e q a t i o n 3x + 4 = 6(mod 13) f o r x
14 // | 2 . I f s o l u t i o n e x i s t s , p r i n t the s o l u t i o n i n the

s c i l a b command l i n e
15 // | 3 . I f the s o l u t i o n doesn ’ t e x i s t s , p r i n t No

S o l u t i o n
16 clc;

17 clear;

18 a=3

19 b=2

20 n=13

21 gcd_an=gcd([a,n])

22 if(pmodulo(b,double(gcd_an))==0)

23 common=double(gcd([a,b,n]))

24 ra=a/common

25 rb=b/common

26 rn=n/common

27 for i=1:rn -1

28 if(pmodulo(i*ra,rn)==1)

29 aIv=i

30 break

31 end

32 end

33 x1=pmodulo(rb*aIv ,rn)

34 disp(x1)

35 for k=1: gcd_an -1

36 x=x1+k*(n/gcd_an)

37 disp(x)

38 end

39 else

40 disp(”No S o u l t i o n ”)
41 end
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Scilab code Exa 2.38 Solve the set of three equations

1 // Chapter No : 2 E x e r c i s e Number : 2 . 3 8 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 38 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . S o l v e the e q u a t i o n s :
14 // / / | i ) 3x + 5y +7z = 3 (mod 16)
15 // / / | i i ) x + 4y +13z = 5 (mod 16)
16 // / / | i i i ) 2x + 7y +3z = 4 (mod 16)
17 // | 2 . P r i n t the s o l u t i o n i n the s c i l a b command l i n e
18 clc;
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19 clear;

20 A=[3,5,7;

21 1,4,13;

22 2,7,3]

23 B=[3;

24 5;

25 4]

26

27 AI(3,3)=0

28 x=[1:3]

29 y=[1;2;3]

30 for i=1:3

31 for j=1:3

32 row=find(x~=i)

33 col=find(x~=j)

34 T=A(row ,col)

35 element =((-1)^(i+j))*det(T)

36 AI(i,j)=pmodulo(element ,16)

37 end

38 end

39

40 detA=pmodulo(det(A) ,16)

41 for i=1:15

42 if(pmodulo(i*detA ,16) ==1)

43 detAI=i

44 end

45 end

46 C=AI ’

47 AI=pmodulo(C*detAI ,16)

48

49 disp(pmodulo(AI*B,16))
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Chapter 3

Traditional Symmetric key
Ciphers

Scilab code Exa 3.1 Plait text to cipher text

1 // Chapter No : 3 E x e r c i s e Number : 3 . 1 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
10 //SCILAB v e r s i o n 5 . 5 . 2
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11 //
|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 47 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Get key domain |
14

15

16 clc;

17 clear;

18 // Caesar c i p h e r e n c r y p t i o n ( key = 3 a lways )
19 function [ct] = encrypt_caesar(pt)

20 ct = encrypt_caesar_general(pt ,3)

21 endfunction

22 function [ct] = encrypt_caesar_general(pt,key)

23 a = ascii( ’A ’ )
24 l = length(pt)

25 ct = zeros(l)

26

27 for i =1:l

28 if isletter(part(pt ,i:i)) then

29 ct(i) = a + modulo( ascii(part(pt ,i:i))+

key -a, 26 )

30 else

31 ct(i) = ascii( part(pt ,i:i) )

32 end

33 end

34 ct = char(ct)

35 ct = strcat(ct)

36 endfunction

37 function [pt] = decrypt_caesar_general(ct,key)

38 a = ascii( ’A ’ )
39 key = 26-key

40 l = length(ct)

41 pt = zeros(l)

42

43 for i =1:l
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44 if isletter(part(ct ,i:i)) then

45 pt(i) = a + modulo( ascii(part(ct ,i:i))+

key -a, 26 )

46 else

47 pt(i) = ascii(part(ct,i:i));

48 end

49 end

50 pt = char(pt)

51 pt = strcat(pt)

52 endfunction

53

54

55

56 // Caesar c i p h e r d e c r y p t i o n ( key = 3 a lways )
57 function [pt] = decrypt_caesar(ct)

58 pt = decrypt_caesar_general(ct ,3)

59 endfunction

60

61

62

63 a = ascii( ’A ’ )
64 pt = ”HELLO”
65

66 printf(” P l a i n t e x t : \ n\ t%s\n”,pt)
67

68 // Encrypt ion u s i n g e n c r y p t c a e s a r f u n c t i o n from
dependency f i l e

69

70 printf(” Encrypted t e x t : \ n\ t%s\n”,encrypt_caesar(pt))
71 printf(” Decrypted Text : \ n\ t%s”,decrypt_caesar(”KHOOR

”))
72

73 // A scheme f o r c o d i f y i n g messages
74 // ( r e p l a c i n g each a l p h a b e t with an a l p h a b e t t h r e e

p l a c e s down the l i n e )
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Scilab code Exa 3.2 Cipher is not monoalphabetic

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 50 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . D i s p l a y |
14 clc;

15 clear;

16 printf(” we cou ld enc ryp t each l e t t e r
m o n o a l p h b e t c a l l y ove r a range o f keys ”)

17 printf(” h e l l o−− ABNZF”)
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Scilab code Exa 3.3 Use the additive cipher with key 15 to encrypt message hello

1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 51 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | Encrypt and dec ryp t c a e s a r c i p h e r |
15 // G e n e r a l i s e d Caesar c i p h e r e n c r y p t i o n
16 clc;

17 clear;

18 function [ct] = encrypt_caesar_general(pt,key)

19 a = ascii( ’A ’ )

68



20 l = length(pt)

21 ct = zeros(l)

22

23 for i =1:l

24 if isletter(part(pt ,i:i)) then

25 ct(i) = a + modulo( ascii(part(pt ,i:i))+

key -a, 26 )

26 else

27 ct(i) = ascii( part(pt ,i:i) )

28 end

29 end

30 ct = char(ct)

31 ct = strcat(ct)

32 endfunction

33

34 // Caesar c i p h e r e n c r y p t i o n ( key = 3 a lways )
35 function [ct] = encrypt_caesar(pt)

36 ct = encrypt_caesar_general(pt ,3)

37 endfunction

38

39

40 // G e n e r a l i s e d Caesar c i p h e r d e c r y p t i o n
41 function [pt] = decrypt_caesar_general(ct,key)

42 a = ascii( ’A ’ )
43 key = 26-key

44 l = length(ct)

45 pt = zeros(l)

46

47 for i =1:l

48 if isletter(part(ct ,i:i)) then

49 pt(i) = a + modulo( ascii(part(ct ,i:i))+

key -a, 26 )

50 else

51 pt(i) = ascii(part(ct,i:i));

52 end

53 end

54 pt = char(pt)

55 pt = strcat(pt)
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56 endfunction

57

58

59 // Caesar c i p h e r d e c r y p t i o n ( key = 3 a lways )
60 function [pt] = decrypt_caesar(ct)

61 pt = decrypt_caesar_general(ct ,3)

62 endfunction

63

64 printf(”q 3 . 3 \n\n”)
65

66 a = ascii( ’A ’ )
67 pt = ”HELLO”
68 printf(” P l a i n t e x t : \ n\ t%s\n”,pt)
69

70 // Encrypt ion u s i n g e n c r y p t c a e s a r f u n c t i o n from
dependency f i l e

71 printf(” Encrypted t e x t : \ n\ t%s”,
encrypt_caesar_general(pt ,15))

72

73 // A scheme f o r c o d i f y i n g messages
74 // ( r e p l a c i n g each a l p h a b e t with an a l p h a b e t t h r e e

p l a c e s down the l i n e )

Scilab code Exa 3.4 Use the additive cipher with key 15 to decrypt the message WTAAD

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
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6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
−en . t x t

7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16
BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 51 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // Decrypt g i v e n message
14

15 // G e n e r a l i s e d Caesar c i p h e r e n c r y p t i o n
16 clc;

17 clear;

18 function [ct] = encrypt_caesar_general(pt,key)

19 a = ascii( ’A ’ )
20 l = length(pt)

21 ct = zeros(l)

22

23 for i =1:l

24 if isletter(part(pt ,i:i)) then

25 ct(i) = a + modulo( ascii(part(pt ,i:i))+

key -a, 26 )

26 else

27 ct(i) = ascii( part(pt ,i:i) )

28 end

29 end

30 ct = char(ct)

31 ct = strcat(ct)

32 endfunction

33

34 // Caesar c i p h e r e n c r y p t i o n ( key = 3 a lways )
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35 function [ct] = encrypt_caesar(pt)

36 ct = encrypt_caesar_general(pt ,3)

37 endfunction

38

39

40 // G e n e r a l i s e d Caesar c i p h e r d e c r y p t i o n
41 function [pt] = decrypt_caesar_general(ct,key)

42 a = ascii( ’A ’ )
43 key = 26-key

44 l = length(ct)

45 pt = zeros(l)

46

47 for i =1:l

48 if isletter(part(ct ,i:i)) then

49 pt(i) = a + modulo( ascii(part(ct ,i:i))+

key -a, 26 )

50 else

51 pt(i) = ascii(part(ct,i:i));

52 end

53 end

54 pt = char(pt)

55 pt = strcat(pt)

56 endfunction

57

58

59 // Caesar c i p h e r d e c r y p t i o n ( key = 3 a lways )
60 function [pt] = decrypt_caesar(ct)

61 pt = decrypt_caesar_general(ct ,3)

62 endfunction

63

64 printf(”q 3 . 4 \n\n”)
65

66 a = ascii( ’A ’ )
67

68 printf(” Given t e x t to de c ryp t : \ n\ t%s\n”,”
UVACLYFZLJBYL”)

69

70 // Encrypt ion u s i n g e n c r y p t c a e s a r f u n c t i o n from
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dependency f i l e
71 printf(” Decrypted t e x t : \ n\ t%s”,

decrypt_caesar_general(”WTAAD” ,15))
72

73 // A scheme f o r c o d i f y i n g messages
74 // ( r e p l a c i n g each a l p h a b e t with an a l p h a b e t t h r e e

p l a c e s down the l i n e )

Scilab code Exa 3.5 Brute force attack to break the ciphers

1 // Chapter No : 3 E x e r c i s e Number : 3 . 5 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
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12 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 52 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | C r y p t a n a l y z i n g Caesar |
17

18 clc;

19 clear;

20

21 // G e n e r a l i s e d Caesar c i p h e r e n c r y p t i o n
22 function [ct] = encrypt_caesar_general(pt,key)

23 a = ascii( ’A ’ )
24 l = length(pt)

25 ct = zeros(l)

26

27 for i =1:l

28 if isletter(part(pt ,i:i)) then

29 ct(i) = a + modulo( ascii(part(pt ,i:i))+

key -a, 26 )

30 else

31 ct(i) = ascii( part(pt ,i:i) )

32 end

33 end

34 ct = char(ct)

35 ct = strcat(ct)

36 endfunction

37

38 // Caesar c i p h e r e n c r y p t i o n ( key = 3 a lways )
39 function [ct] = encrypt_caesar(pt)

40 ct = encrypt_caesar_general(pt ,3)

41 endfunction

42

43
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44 // G e n e r a l i s e d Caesar c i p h e r d e c r y p t i o n
45 function [pt] = decrypt_caesar_general(ct,key)

46 a = ascii( ’A ’ )
47 key = 26-key

48 l = length(ct)

49 pt = zeros(l)

50

51 for i =1:l

52 if isletter(part(ct ,i:i)) then

53 pt(i) = a +modulo( ascii(part(ct,i:i))+

key -a, 26 )

54 else

55 pt(i) = ascii(part(ct,i:i));

56 end

57 end

58 pt = char(pt)

59 pt = strcat(pt)

60 endfunction

61

62

63 // Caesar c i p h e r d e c r y p t i o n ( key = 3 a lways )
64 function [pt] = decrypt_caesar(ct)

65 pt = decrypt_caesar_general(ct ,3)

66 endfunction

67 printf(”Q 3 5 \n”)
68

69 a = ascii( ’A ’ )
70 ct = ”UVACLYFZLJBYL”
71 printf(” Encrypted t e x t : \ n\ t%s\n”,ct)
72 printf(” Decrypted t e x t : \n\ t%s\n”,

decrypt_caesar_general(ct ,1))

73 printf(” Decrypted t e x t : \n\ t%s\n”,
decrypt_caesar_general(ct ,2))

74 printf(” Decrypted t e x t : \n\ t%s\n”,
decrypt_caesar_general(ct ,3))

75 printf(” Decrypted t e x t : \n\ t%s\n”,
decrypt_caesar_general(ct ,4))

76 printf(” Decrypted t e x t : \n\ t%s\n”,
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decrypt_caesar_general(ct ,5))

77 printf(” Decrypted t e x t : \n\ t%s\n”,
decrypt_caesar_general(ct ,6))

78 printf(” Decrypted t e x t : \n\ t%s\n”,
decrypt_caesar_general(ct ,7))

Scilab code Exa 3.6 Find plain text using statistical attack

1 // Chapter No : 3 E x e r c i s e Number : 3 . 6 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
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13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 53 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | 1 . Perform s t a t s t i c a l a t t a c k |
17

18 clc;

19 clear;

20

21 // G e n e r a l i s e d Caesar c i p h e r e n c r y p t i o n
22 function [ct] = encrypt_caesar_general(pt,key)

23 a = ascii( ’A ’ )
24 l = length(pt)

25 ct = zeros(l)

26

27 for i =1:l

28 if isletter(part(pt ,i:i)) then

29 ct(i) = a + modulo( ascii(part(pt ,i:i))+

key -a, 26 )

30 else

31 ct(i) = ascii( part(pt ,i:i) )

32 end

33 end

34 ct = char(ct)

35 ct = strcat(ct)

36 endfunction

37

38 // Caesar c i p h e r e n c r y p t i o n ( key = 3 a lways )
39 function [ct] = encrypt_caesar(pt)

40 ct = encrypt_caesar_general(pt ,3)

41 endfunction

42

43

44 // G e n e r a l i s e d Caesar c i p h e r d e c r y p t i o n
45 function [pt] = decrypt_caesar_general(ct,key)
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46 a = ascii( ’A ’ )
47 key = 26-key

48 l = length(ct)

49 pt = zeros(l)

50

51 for i =1:l

52 if isletter(part(ct ,i:i)) then

53 pt(i) = a +modulo( ascii(part(ct,i:i))+

key -a, 26 )

54 else

55 pt(i) = ascii(part(ct,i:i));

56 end

57 end

58 pt = char(pt)

59 pt = strcat(pt)

60 endfunction

61

62

63 // Caesar c i p h e r d e c r y p t i o n ( key = 3 a lways )
64 function [pt] = decrypt_caesar(ct)

65 pt = decrypt_caesar_general(ct ,3)

66 endfunction

67 printf(”Q 3 6 \n”)
68

69 a = ascii( ’A ’ )
70 ct = ”XLI LSYWI MW RSA JSV WEPI JSV JSYV QMPPMSR

HSPPEVW MX MW ASVXL QSVI LYVVC FIJSVI XLI WIPPIV
VIGIMZIW QSVI SJJIVW”

71 printf(” Encrypted t e x t : \ n\ t%s\n”,ct)
72 printf(” Cracked P l a i n t e x t : \ n\ t%s\n”,

decrypt_caesar_general(ct ,4))

Scilab code Exa 3.7 What is the key domain for any multiplicative Cipher

1
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2 // Chapter No : 3 E x e r c i s e Number : 3 . 7 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 53 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Get key domain |
15 clc;

16 clear;

17 printf(”The key domain i s Z26 , i t has on ly 12
numbers : 1 , 3 , 7 , 9 , 1 1 , 1 5 , 1 9 , 2 1 , 2 3 , 2 5 ”)

Scilab code Exa 3.8 Multiplicative cipher to encrypt the message

1 // Chapter No : 3 E x e r c i s e Number : 3 . 8 o f the Book
Name : Cryptography and Network S e c u r i t y by

79



Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 54 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | 1 . M u l t i p l c a t i v e c i p h e r a l g o r i t h m |
17 clc;

18 clear;

19 function [ct] = encrypt_caesar_general(pt,key)

20 a = ascii( ’A ’ )
21 l = length(pt)
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22 ct = zeros(l)

23

24 for i =1:l

25 if isletter(part(pt ,i:i)) then

26 ct(i) = a + modulo( (ascii(part(pt ,i:i))

-65)*(key), 26)

27 else

28 ct(i) = ascii( part(pt ,i:i) )

29 end

30 end

31 ct = char(ct)

32 ct = strcat(ct)

33 endfunction

34

35

36 a = ascii( ’A ’ )
37 pt = ”HELLO”
38 printf(” P l a i n t e x t : \ n\ t%s\n”,pt)
39

40 // Encrypt ion u s i n g e n c r y p t c a e s a r f u n c t i o n from
dependency f i l e

41 printf(” Encrypted t e x t : \ n\ t%s”,
encrypt_caesar_general(pt ,7))

Scilab code Exa 3.9 The Affine cipher

1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 9 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s

81



d i s t r i b u t i o n . The terms
6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 54 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Get key domain |
15 clc;

16 clear;

17 printf(”The key domain o f an a f f i n e c i p h e r i s 26 ∗
12 = 312 ”)

Scilab code Exa 3.10 use of affine cipher to encrypt the message

1 // Chapter No : 3 E x e r c i s e Number : 3 . 1 0 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
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6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
−en . t x t

7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16
BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 // This code has been r e f e r e n c e d and d e r i v e d from
S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 55 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | 1 . EEEncrypt u s i n g a f f i n e |
17 clc;

18 clear;

19 function [ct] = encrypt_caesar_general(pt,key ,keytwo

)

20 a = ascii( ’A ’ )
21 l = length(pt)

22 ct = zeros(l)

23

24 for i =1:l

25 if isletter(part(pt ,i:i)) then

26 ct(i) = a + modulo( (ascii(part(pt ,i:i))

-65)*(key)+( keytwo), 26)

27 else
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28 ct(i) = ascii( part(pt ,i:i) )

29 end

30 end

31 ct = char(ct)

32 ct = strcat(ct)

33 endfunction

34

35

36 a = ascii( ’A ’ )
37 pt = ”HELLO”
38 printf(” P l a i n t e x t : \ n\ t%s\n”,pt)
39

40 // Encrypt ion u s i n g e n c r y p t c a e s a r f u n c t i o n from
dependency f i l e

41 printf(” Encrypted t e x t : \ n\ t%s”,
encrypt_caesar_general(pt ,7,2))

Scilab code Exa 3.11 use of affine cipher to deecrypt the message

1 // Chapter No : 3 E x e r c i s e Number : 3 . 1 1 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
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9 // This code has been r e f e r e n c e d and d e r i v e d from
S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 55 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | 1 . Decrypt a f f i n e c i p h e r |
17

18 // G e n e r a l i s e d Caesar c i p h e r d e c r y p t i o n
19 clc;

20 clear;

21 function [pt] = decrypt_caesar_general(ct,key ,keytwo

)

22 a = ascii( ’A ’ )
23 key = 26-key

24 keytwo =26- keytwo

25 l = length(ct)

26 pt = zeros(l)

27

28 for i =1:l

29 if isletter(part(ct ,i:i)) then

30 pt(i) = a + modulo( ((ascii(part(ct ,i:i))

-65)*(key))+( keytwo), 26)

31 else

32 pt(i) = ascii(part(ct,i:i));

33 end
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34 end

35 pt = char(pt)

36 pt = strcat(pt)

37 endfunction

38

39

40 a = ascii( ’A ’ )
41 ct = ”ZEBBW”
42 printf(” C i p h e r t e x t : \ n\ t%s\n”,ct)
43

44 // Encrypt ion u s i n g e n c r y p t c a e s a r f u n c t i o n from
dependency f i l e

45 decrypt_caesar_general(ct ,7,2)

46 printf(” Decrypted t e x t : \ n\ t%s”,”HELLO”)

Scilab code Exa 3.12 The Additive Cipher is Special case of an affine

1 // Chapter No : 3 E x e r c i s e Number : 3 . 1 2 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
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10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 50 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . d i s p l a y |
14 clc;

15 clear;

16 printf(” The a d d t i v e c i p h e r i s a s p e c a l c a s e o f the
a f f i n e c i p h e r i n whih k1 =0 , the m u l t i p l i c a t i v e
c i p h e r i s a s p e c i a l c a s e o f a f f i n e c i p h e r where
k2=1”)

Scilab code Exa 3.15 Playfair cipher

1 // Chapter No : 3 E x e r c i s e Number : 3 . 1 5 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
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Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput// e r E n g i n e e r i n g De lh i
T e c h n o l o g i c a l U n i v e r s i t y and Cross−Checked by
Spandana on May 27 , 2 0 1 6 . Funded by a g ran t from
the N a t i o n a l Mi s s i on on Educat ion through IC //T,
Govt o f I n d i a .

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 58 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . P l a y f a i r |
15 // ////////////////////////////////////
16 // P l a y f a i r c i p h e r //
17 // ////////////////////////////////////
18

19 // func to remove s p a c e s from a s t r i n g
20 clc;

21 clear;

22 function [mat]= remove_spaces(str)

23 mat =[]

24 k=1

25 for i=1: length(str)

26 if ~isletter(part(str ,i:i)) then

27 continue

28 end

29 mat(k,1) = part(str ,i:i)

30 k=k+1

31 end

32 mat = strcat(mat)

33 endfunction

34

35

36 // func to s u b s t i t u t e I f o r J
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37 function [mat]= i_to_j(str)

38 str = remove_spaces(str)

39 mat =[]

40 k=1

41 for i=1: length(str)

42 mat(k,1) = part(str ,i:i)

43 if mat(k,1)== ’ J ’ then

44 mat(k,1) = ’ I ’
45 end

46 k = k+1

47 end

48 mat = strcat(mat)

49 endfunction

50

51 // func to i n s e r t X between r e p e a t i n g c h a r a c t e r s
52 function [mat]= handle_duplicates(str)

53 mat = []

54 l = length(str)

55 k = 1

56

57 for i=1:l

58 if i>1 & part(str ,i:i)==part(str ,i-1:i-1)

then

59 mat(k,1)= ’X ’
60 k=k+1

61 end

62 mat(k,1) = part(str ,i:i)

63 k = k+1

64 end

65 mat = strcat(mat)

66 endfunction

67

68 // Matr ix c r e a t i o n and p o p u l a t i o n f o r P l a y f a i r c i p h e r
69 // func to p o p u l a t e p l a y f a i r matr ix
70 function [mat]= playfair_matrix(key)

71

72 key = i_to_j(key)

73 a = ascii( ’A ’ )
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74 i = ascii( ’ I ’ )
75 j = ascii( ’ J ’ )
76 row = 5

77 col = 5

78 visited = zeros (26 ,1);

79 mat = ones(row ,col);

80

81 len = length(key)

82

83 li=1

84 k=1

85

86 for m=1: row

87 for n=1: col

88 while li <=len & visited(ascii(part(key ,

li:li)) - ascii( ’A ’ )+1,1)~=0,
89 li=li+1

90 if part(key ,li:li)== ’ I ’ & visited(j-

a+1)==1 | part(key ,li:li)== ’ J ’ &

visited(i-a+1) ==1 then

91 li = li+1

92 end

93 end

94 while k<=26 & visited(k,1) ~=0

95 k=k+1

96 if k==i-a+1 & visited(j-a+1) ==1 | k

==j-a+1 & visited(i-a+1) ==1 then

97 k = k+1

98 end

99 end

100 if li <=len then

101 mat(m,n) = ascii(part(key ,li:li))

102 visited(ascii(part(key ,li:li))-a

+1,1) = 1

103 else

104 mat(m,n) = k+ascii( ’A ’ )-1
105 visited(k,1) = 1

106 end
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107

108 end

109 end

110

111 endfunction

112

113 // func to check and c o n v e r t p l a i n t e x t to s u i t a b l e
fo rmat f o r enc ipherment u s i n g p l a y f a i r c i p h e r

114 function [mat]= playfair_pt(pt)

115 mat = i_to_j(pt)

116 mat = handle_duplicates(mat)

117 endfunction

118

119 function [mat]= digram_array(pt)

120 k = 1

121 l = length(pt)

122 for i=1:l

123 if modulo(i,2) ==0 then

124 continue

125 end

126 mat(k,1) = part(pt ,i:i)

127 i=i+1

128 if i>l then

129 mat(k,2) = ’X ’
130 else

131 mat(k,2) = part(pt ,i:i)

132 end

133 k=k+1

134 end

135 endfunction

136

137 function []= print_matrix(mat ,new_line)

138 [r,c] = size(mat)

139 t = type(mat)

140

141 for i=1:r

142 for j=1:c

143 if t==[1] then // r e a l numbers
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r e t u r n 1 , c h a r a c t e r s r e t u r n 10
144 printf(”%c ”,ascii(mat(i,j)))
145 else

146 printf(”%c ”,mat(i,j))
147 end

148 end

149 printf(” ”)
150 if new_line ~=0 then

151 printf(”\n”)
152 end

153 end

154 endfunction

155

156 function [r,c]= find_letter(key_mat ,a)

157 [row ,col] = size(key_mat)

158 r = 0

159 c = 0

160 for i=1: row

161 for j=1: col

162 if ascii(key_mat(i,j))==a then

163 r=i

164 c=j

165 break

166 end

167 end

168 end

169 endfunction

170

171

172 function [mat]= encrypt_playfair(pt_mat ,key_mat)

173

174 [row ,col] = size(pt_mat)

175 mat = []

176

177 for i=1: row

178 a = pt_mat(i,1)

179 b = pt_mat(i,2)

180 [r_a ,c_a] = find_letter(key_mat ,a)
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181 [r_b ,c_b] = find_letter(key_mat ,b)

182

183 if r_a==r_b then

184 c_a = modulo(c_a ,5)+1

185 c_b = modulo(c_b ,5)+1

186 elseif c_a==c_b then

187 r_a = modulo(r_a ,5)+1

188 r_b = modulo(r_b ,5)+1

189 else

190 temp = c_a

191 c_a = c_b

192 c_b = temp

193 end

194 mat(i,1) = ascii(key_mat(r_a ,c_a))

195 mat(i,2) = ascii(key_mat(r_b ,c_b))

196

197 end

198 endfunction

199

200

201

202 // P l a y f a i r c i p h e r key
203 key = ”LGDBAQMHECURNIJFXVSOKZYWTP”
204 disp(” O r i g i n a l p l a i n t e x t : ”)
205 pt = ”HELLO”
206 disp(pt)

207

208 // Using f u n c t i o n s from dependency f i l e to r e f o r m a t
the input

209

210 pt = playfair_pt(pt) // s u b s t i t u t i n g J to
I and h a n d l i n g d u p l i c a t e s

211 pt_digram = digram_array(pt) // c o n v e r t i n g to
d igrams

212

213 disp(” P l a i n t e x t message broken down i n t o p a i r o f
e l e m e n t s : ”)

214 print_matrix(pt_digram ,0)
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215 disp(””)
216 a = ascii( ’A ’ )
217

218 key_matrix = playfair_matrix(key);

219 // mat c o n t a i n s a s c i i v a l u e s o f c h a r a c t e r s o f
p l a y f a i r matr ix

220 // Use ” d i s p ( mat ) ” to v e r i f y t h i s
221

222 disp(” P l a y f a i r Cipher Key matr ix : ”)
223

224 print_matrix(key_matrix ,1)

225

226 // d i s p ( p t m a t r i x )
227 ct_mat = encrypt_playfair(pt_digram ,key_matrix)

228

229 disp(” P l a y f a i r c i p h e r t e x t : ”)
230 print_matrix(ct_mat ,0)

Scilab code Exa 3.17 Vigenerc Cipher

1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 1 7 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
3 // This f i l e must be used under the terms o f the

CeCILL .
4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
5 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
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9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 59 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . D i s p l ay i n f o |
15 clc;

16 clear;

17 printf(”The p l a i n t e x t o f any example can be thought
o f as 6 d i f f e r e n t p i e c e s , each enc ryp t ed
s e p a r a t e l y ”)

Scilab code Exa 3.18 additive cipher is a special case of vigenere cipher

1 // Chapter No : 3 E x e r c i s e Number : 3 . 1 8 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
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U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 59 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Get key domain |
14 clc;

15 clear;

16 printf(” \ t ”)
17 for i=1:26

18 a=i

19 printf(”%c ”,ascii(a+i-1))
20 end

21 printf(”\n\n”)
22 // end o f header
23 key=1

24 for k=1:26

25 // a=k
26 printf(”%c\ t ”,ascii(a+k-1))
27 for j=0:25

28 printf(”%c ”,ascii( a + modulo( k+j+key , 26

) ) )

29 end

30 printf(”\n”)
31 end

Scilab code Exa 3.20 the key matrix in the hill cipher needs to have a multiplicative inverse

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 0 o f the Book
Name : Cryptography and Network S e c u r i t y by

96



Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12

13

14 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

15 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

16 //SCILAB v e r s i o n 5 . 5 . 2
17 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

18 // | This worked out example found i n Page No : 65 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
19 // | 1 . H i l l en c ryp t |
20 // PLa intext
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21 clc;

22 clear;

23 // pt=”code i s ready ”
24 // d i s p (” P l a i n t e x t : ” )
25 // d i s p ( pt )
26

27

28 a = ascii(”A”)
29 pt_mat = []

30

31 // Taking A=0 ,B=1 ,C=2 , e t c .
32

33 pt_mat =[02 14 03 04; 08 18 17 04 ; 00 03 24 25]

34

35

36 disp(” P l a i n t e x t matr ix : ”)
37 disp(pt_mat)

38

39 //Key matr ix
40 key_mat = [9 7 11 13; 4 7 5 6;2 21 14 9;3 23 21 08 ]

41 disp(” Encrypt i on Key matr ix : ”)
42 disp(key_mat)

43

44 // c i p h e r t e x t matr ix
45 ct_mat = [14 07 10 13;08 07 06 11;11 08 18 18]

46

47 disp(” Product : ”)
48 disp(ct_mat)

49 [r,c]=size(ct_mat)

50

51

52

53 disp(” C i p h e r t e x t matr ix : ”)
54 disp(ct_mat)

55

56 disp(” C i p h e r t e x t : ”)
57

58 // Conver s i on o f code to l e t t e r s
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59 ct=[]

60 for i=1:3

61 ct(i,1) = ascii(ct_mat(i,1)+a)

62 end

63 ct = strcat(ct)

64 disp(ct)

65

66

67

68 // ////////////////////////////////////////
69

70 // C i p h e r t e x t
71 disp(” C i p h e r t e x t : ”)
72 disp(ct)

73

74 l = length(ct)

75 ct = strsplit(ct)

76

77 a = ascii(”A”)
78 ct_mat = []

79

80 // Taking A=0 ,B=1 ,C=2 , e t c .
81 for i=1:l

82 ct_mat(i,1)=ascii(ct(i,1))-a

83 end

84

85 disp(” C i p h e r t e x t matr ix : ”)
86 disp(ct_mat)

87

88 //Key matr ix f o r d e c r y p t i o n ( i n v e r s e o f e n c r y p t i o n
key matr ix )

89 key_mat = [02 15 22 03;15 00 19 03; 09 09 03 11; 17

00 04 07]

90 disp(” Dec rypt i on Key matr ix : ”)
91 disp(key_mat)

92

93 // c i p h e r t e x t matr ix
94 pt_mat =[02 14 03 04; 08 18 17 04 ; 00 03 24 25]
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95

96 disp(” Product : ”)
97 disp(pt_mat)

98 [r,c]=size(pt_mat)

99

100

101 disp(” P l a i n t e x t matr ix : ”)
102 disp(pt_mat)

103

104 disp(” P l a i n t e x t : ”)
105

106 // Conver s i on o f code to l e t t e r s
107 pt=[]

108 for i=1:r

109 pt(i,1) = ascii(pt_mat(i,1)+a)

110 end

111 pt = strcat(pt)

112 disp(pt)

Scilab code Exa 3.21 Cryptanalysis of Hill Ciphers

1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 2 1 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
3 // This f i l e must be used under the terms o f the

CeCILL .
4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
5 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16
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BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 6 6 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | C r y p t a n a l y s i s o f H i l l C ipher |
15 clc;

16 clear;

17 printf(” K=i n v e r s e (P) ∗ C C r y p t a n a l y s i s o f H i l l
C ipher ”)

Scilab code Exa 3.22 A transposition cipher reorders symbols

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 2 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
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U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 69 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | | R a i l f e n c e
17 clc;

18 clear;

19 disp(” O r i g i n a l p l a i n t e x t message : ”)
20 pt = ” meetmeatthepark ”
21 disp(pt)

22 function [mat]= message_rectangle(str ,col)

23 l = length(str)

24 row = l/6

25 if modulo(l,6) >0 then

26 row=row+1

27 end

28 // remove w h i t e s p a c e and non−a l p h a b e t s from
s t r i n g

29 // Conver s i on o f p l a i n t e x t i n t o a message t a b l e
30 mat = []

31 k=1

32 for i=1: row

33 for j=1:col
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34 if k>l then

35 break

36 end

37 mat(i,j) = part(str ,k:k)

38 k=k+1

39 end

40 end

41 endfunction

42

43 // f u n c t i o n from dependency f i l e
44

45

46 ct = []

47 k=1

48

49 // Wri t ing d i a g o n a l l y
50 for i=1: length(pt)

51 if modulo(i,2) ==0 then

52 continue

53 end

54 ct(k,1) = part(pt,i:i)

55 ct(k,2) = part(pt,i+1:i+1)

56 k = k+1

57 end

58

59 ct = strcat(ct)

60 disp(””)
61 disp(” C i p h e r t e x t : ”)
62 disp(ct)

Scilab code Exa 3.23 A transposition cipher reorders symbols

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 3 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
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2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 69 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | 1 . R a i l f e n c e |
17 clc;

18 clear;

19 // func to remove s p a c e s from a s t r i n g
20 function [mat]= remove_spaces(str)

21 mat =[]

22 k=1
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23 for i=1: length(str)

24 if ~isletter(part(str ,i:i)) then

25 continue

26 end

27 mat(k,1) = part(str ,i:i)

28 k=k+1

29 end

30 mat = strcat(mat)

31 endfunction

32 function [mat]= message_rectangle(str ,col)

33 l = length(str)

34 row = l/6

35 if modulo(l,6) >0 then

36 row=row+1

37 end

38 // remove w h i t e s p a c e and non−a l p h a b e t s from
s t r i n g

39 str = remove_spaces(str)

40 // Conver s i on o f p l a i n t e x t i n t o a message t a b l e
41 mat = []

42 k=1

43 for i=1: row

44 for j=1:col

45 if k>l then

46 break

47 end

48 mat(i,j) = part(str ,k:k)

49 k=k+1

50 end

51 end

52 endfunction

53

54

55 disp(” O r i g i n a l p l a i n t e x t message : ”)
56 pt = ” meet me at the park ”
57 disp(pt)

58 disp(””)
59
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60 // f u n c t i o n from dependency f i l e
61 pt = remove_spaces(pt)

62

63 l = length(pt)

64

65 col = 4

66

67 row = 5

68

69 // Conver s i on o f p l a i n t e x t i n t o a message t a b l e
70 // f u n c t i o n from dependency f i l e
71 pt_mat = message_rectangle(pt ,col)

72

73 disp(” P l a i n t e x t message r e c t a n g l e : ”)
74 printf(”\n”)
75 for i=1: col

76 printf(” %d ”,i)
77 end

78 disp(pt_mat)

79 disp(””)
80

81 //Column read o r d e r
82 col_order = [1 2 3 4]

83 disp(”Column o r d e r : ”)
84 disp(col_order)

85 disp(””)
86 k=1

87

88 ct=[]

89 // Convert to c i p h e r t e x t
90 for n = 1: length(col_order)

91 j = col_order(n)

92 for i=1: row

93 pos = (i-1)*col + j

94 if pos >l then

95 continue

96 end

97
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98

99 end

100 end

101 disp(” C i p h e r t e x t : ”)
102 ct = strcat(pt_mat)

103 disp(ct)

Scilab code Exa 3.24 Permutation of Each character in plaintext into the ciphertext based on the position

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 4 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 // This code has been r e f e r e n c e d and d e r i v e d from

S c i l a b Textbook Companion f o r Cryptography and
Network S e c u r i t y by A. Kahate Created by Akash
Goel B . Tech . Comput

10 // e r E n g i n e e r i n g De lh i T e c h n o l o g i c a l U n i v e r s i t y and
Cross−Checked by Spandana on May 27 , 2 0 1 6 . Funded

by a g ran t from the N a t i o n a l Mi s s i on on
Educat ion through IC

11 //T, Govt o f I n d i a .
12 //The Operat ing System used f o r w r i t i n g the code
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found i n t h i s f i l e i s Windows 8
13 //SCILAB v e r s i o n 5 . 5 . 2
14 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

15 // | This worked out example found i n Page No : 50 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
16 // | | TRANPOSITION
17 clc;

18 clear;

19 // func to remove s p a c e s from a s t r i n g
20 function [mat]= remove_spaces(str)

21 mat =[]

22 k=1

23 for i=1: length(str)

24 if ~isletter(part(str ,i:i)) then

25 continue

26 end

27 mat(k,1) = part(str ,i:i)

28 k=k+1

29 end

30 mat = strcat(mat)

31 endfunction

32 function [mat]= message_rectangle(str ,col)

33 l = length(str)

34 row = l/6

35 if modulo(l,6) >0 then

36 row=row+1

37 end

38 // remove w h i t e s p a c e and non−a l p h a b e t s from
s t r i n g

39 str = remove_spaces(str)

40 // Conver s i on o f p l a i n t e x t i n t o a message t a b l e
41 mat = []

42 k=1

43 for i=1: row

44 for j=1:col
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45 if k>l then

46 break

47 end

48 mat(i,j) = part(str ,k:k)

49 k=k+1

50 end

51 end

52 endfunction

53

54

55 disp(” O r i g i n a l p l a i n t e x t message : ”)
56 pt = ” meet me at the park ”
57 disp(pt)

58 disp(””)
59

60 // f u n c t i o n from dependency f i l e
61 pt = remove_spaces(pt)

62

63 l = length(pt)

64

65 col = 4

66

67 row = 5

68

69 // Conver s i on o f p l a i n t e x t i n t o a message t a b l e
70 // f u n c t i o n from dependency f i l e
71 pt_mat = message_rectangle(pt ,col)

72

73 disp(” P l a i n t e x t message r e c t a n g l e : ”)
74 printf(”\n”)
75 for i=1: col

76 printf(” %d ”,i)
77 end

78 disp(pt_mat)

79 disp(””)
80

81 //Column read o r d e r
82 col_order = [1 2 3 4]
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83 disp(”Column o r d e r : ”)
84 disp(col_order)

85 disp(””)
86 k=1

87

88 ct=[]

89 // Convert to c i p h e r t e x t
90 for n = 1: length(col_order)

91 j = col_order(n)

92 for i=1: row

93 pos = (i-1)*col + j

94 if pos >l then

95 continue

96 end

97

98

99 end

100 end

101 disp(” C i p h e r t e x t : ”)
102 ct = strcat(pt_mat)

103 disp(ct)

Scilab code Exa 3.27 Use matrices to show the encryption decryption processes for transposition cipher

1 // Chapter No : 3 E x e r c i s e Number : 3 . 2 7 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
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−en . t x t
7 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 72 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | Check c i p h e r t e x t matr ix a c cu racy |
14 clc;

15 clear;

16 enkey =[]

17 ciphtxt =[]

18 cphtxt =[]

19 pltxt =[]

20 enkey =[0 1 0 0 0 ;0 0 0 0 1; 1 0 0 0 0; 0 0 1 0 0 ;

0 0 0 1 0]

21 ciphtxt =[04 04 12 24 13; 19 00 00 02 19;19 10 14 13

18; 07 08 19 25 06]

22 pltxt =[04 13 04 1 24;00 19 19 00 02;10 1 19 14 13;

08 06 07 19 25]

23

24

25 disp(” Cipher t e x t ”)
26 disp(ciphtxt)

Scilab code Exa 3.30 Additive ciphers categorized as stream ciphers

1
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2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 0 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 75 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(” A d d i t i v e c i p h e r s a r e c a t e g o r i z e d as stream
c i p h e r s i n which the key stream i s the r e p e a t e d
v a l u e o f the key . In t h i s c i ph e r , however , Each
c h a r a c t e r i n the c i p h e r t e x t b e l o n g s on ly to the
c o r r e s p o n d i n g c h a r a c t e r i n the p l a i n t e x t . ”)

Scilab code Exa 3.31 Mono alphabetic substitution ciphers
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1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 75 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(”The monoa lphabet i c s u s t i t u t i o n c i p h e r s
d i s c u s s e d i n t h i s c h a p t e r a r e a l s o st ream c i p h e r s
. However each c h a r a c t e r i s mapped i n the mapping

t a b l e ”)

Scilab code Exa 3.32 Vigenere Ciphers are also stream ciphers
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1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 75 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(” Vigne re c i p h e r s a r e a l s o stream c i p h e r s . In
t h i s case , the ey stream s the r e p e t t o n o f M

v a l u e s where M i s the s i z e o f the Keyword”)

Scilab code Exa 3.33 divide stream ciphers base on key streams
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1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 75 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(” 1 . a d d i t i v e c i p h e r s a r e monoa lphabet i c 2 .
Monoa lphabet i c c i p h e r s a r e monoa lphabet i c 3 .
V igne r e c i p h e r s a r e p o l y a l p h a b e t i c ”)

Scilab code Exa 3.34 Playfair ciphers are block ciphers

115



1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 76 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(” P l a y f a i r c i p h e r s a r e b l o c k c i p h e r s with
b l o c k s i z e 2”)

Scilab code Exa 3.35 Hill ciphers are block ciphers

1

116



2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 5 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 76 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(” H i l l c i p h e r a r e b l o c k c i p h e r s ”)

Scilab code Exa 3.36 Every Block cipher is a polyalphabetic cipher

1

2 // Chapter No : 3 E x e r c i s e Number : 3 . 3 6 o f the
Book Name : Cryptography and Network S e c u r i t y by
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Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
3 // This f i l e must be used under the terms o f the

CeCILL .
4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
5 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by A n j a l i Dinesh (16

BCE1135 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

13 // | This worked out example found i n Page No : 76 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
14 // | 1 . Show f a c t s |
15 clc;

16 clear;

17 printf(”A b l o c k c i p h e r i s p o l y a l p h a b e t i c ”)
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Chapter 6

Data Encryption Standard

Scilab code Exa 6.1 Find the output of the initial permutation box when the input is given in hexadecimal

1 // Chapter No : 6 E x e r c i s e Number : 6 . 1 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Pranav

S r e e n i v a s a r a o 16BCE1361 Anamay Prateek (16
BCCE1267 ) ) Guided by Dr . T . Subbulakshmi ,
P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8
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11 //SCILAB v e r s i o n 5 . 5 . 2
12

13

14 clc;

15 clear;

16

17 //
”0000000000000010000000000000000000000000000000000000000000000001”

as input
18 //p=input (” Enter b in code o f 64 c h a r a c t e r s : ” )
19 p = ”

0000000000000010000000000000000000000000000000000000000000000001
”

20 for i=1: length(p)

21 ah(i)=part(p,i:i)

22 end

23 disp(length(p))

24 q=”
0000000000000000000000000000000000000000000000000000000000000000
”

25 for i=1: length(q)

26 qq(i)=part(q,i:i)

27 end

28 disp(length(p))

29 m=[

30 58 50 42 34 26 18 10 2;

31 60 52 44 36 28 20 12 4;

32 62 54 46 38 30 22 14 6;

33 64 56 48 40 32 24 16 8;

34 57 49 41 33 25 17 09 1;

35 59 51 43 35 27 19 11 3;

36 61 53 45 37 29 21 13 5;

37 63 55 47 39 31 23 15 7]

38

39 for k=1:64

40 for i=1:8

41 for j=1:8

42 if(k==m(i,j))
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43 qq((i-1) *8+j)=ah(k)

44 end

45 end

46 end

47 end

48

49 for i=1: length(q)

50 disp(string(i)+” : ”+qq(i))
51 end

Scilab code Exa 6.2 Prove that the initial and final permutation are inverse of each other

1 // Chapter No : 6 E x e r c i s e Number : 6 . 2 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Pranav

S r e e n i v a s a r a o 16BCE1361 Anamay Prateek (16
BCCE1267 ) ) Guided by Dr . T . Subbulakshmi ,
P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

11 //SCILAB v e r s i o n 5 . 5 . 2
12
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13

14 clc;

15 clear;

16 //
”0000000000000000000000001000000000000000000000000000000000000010”

as input
17 //p=input (” Enter b in code o f 64 c h a r a c t e r s : ” )
18

19 clc;

20 clear;

21 p = ”
0000000000000000000000001000000000000000000000000000000000000010
”

22 for i=1: length(p)

23 ah(i)=part(p,i:i)

24 end

25 disp(length(p))

26 q=”
0000000000000000000000000000000000000000000000000000000000000000
”

27 for i=1: length(q)

28 qq(i)=part(q,i:i)

29 end

30 disp(length(p))

31 m=[

32 40 08 48 16 56 24 64 32;

33 39 07 47 15 55 23 63 31;

34 38 06 46 14 54 22 62 30;

35 37 05 45 13 53 21 61 29;

36 36 04 44 12 52 20 60 28;

37 35 03 43 11 51 19 59 27;

38 34 02 42 10 50 18 58 26;

39 33 01 41 09 49 17 57 25]

40

41 for k=1:64

42 for i=1:8

43 for j=1:8

44 if(k==m(i,j))
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45 qq((i-1) *8+j)=ah(k)

46 end

47 end

48 end

49 end

50

51 for i=1: length(q)

52 disp(string(i)+” : ”+qq(i))
53 end

Scilab code Exa 6.3 The input to the S box is 100011 and what is the output

1 // Chapter No : 6 E x e r c i s e Number : 6 . 3 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Pranav

S r e e n i v a s a r a o 16BCE1361 Anamay Prateek (16
BCCE1267 ) ) Guided by Dr . T . Subbulakshmi ,
P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

11 //SCILAB v e r s i o n 5 . 5 . 2
12
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13

14 clc;

15 clear;

16 // ”100011” as input
17 p=input(” Enter b in code o f 6 c h a r a c t e r s : ”)
18 for i=1: length(p)

19 ah(i)=part(p,i:i)

20 end

21 disp(length(p))

22 q=” 0000 ”
23 for i=1: length(q)

24 qq(i)=part(q,i:i)

25 end

26

27 row=(ascii(ah(1)) -48)*2+( ascii(ah(6)) -48)*1+1

28 col=(ascii(ah(2)) -48)*8+( ascii(ah(3)) -48)*4+( ascii(

ah(4)) -48)*2+( ascii(ah(5)) -48)*1+1

29 m=[

30 14 04 13 01 02 15 11 08 03 10 06 12 05 09 00 07;

31 00 15 07 04 14 02 13 10 03 06 12 11 09 05 03 08;

32 04 01 14 08 13 06 02 11 15 12 09 07 03 10 05 00;

33 15 12 08 02 04 09 01 07 05 11 03 14 10 00 06 13]

34 num=m(row ,col)

35 disp(num)

Scilab code Exa 6.4 The input to the S box 8 is 100011 and what is the output

1 // Chapter No : 6 E x e r c i s e Number : 6 . 4 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
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d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Pranav

S r e e n i v a s a r a o 16BCE1361 Anamay Prateek (16
BCCE1267 ) ) Guided by Dr . T . Subbulakshmi ,
P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

11 //SCILAB v e r s i o n 5 . 5 . 2
12

13

14 clc;

15 clear;

16 // ”100011” as input
17 p=input(” Enter b in code o f 6 c h a r a c t e r s : ”)
18 for i=1: length(p)

19 ah(i)=part(p,i:i)

20 end

21 disp(length(p))

22 q=” 0000 ”
23 for i=1: length(q)

24 qq(i)=part(q,i:i)

25 end

26

27 row=(ascii(ah(1)) -48)*2+( ascii(ah(6)) -48)*1+1

28 col=(ascii(ah(2)) -48)*8+( ascii(ah(3)) -48)*4+( ascii(

ah(4)) -48)*2+( ascii(ah(5)) -48)*1+1

29 m=[

30 13 02 08 04 06 15 11 01 10 09 03 14 05 00 10 07;

31 01 15 13 08 10 03 07 04 12 05 06 11 10 14 09 02;

32 07 11 04 01 09 12 14 02 00 06 10 10 15 03 05 08;

33 02 01 14 07 04 10 08 13 15 12 09 09 03 05 06 11]

34 num=m(row ,col)
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35 disp(num)

Scilab code Exa 6.5 Choose random plaintext block and a random key and determine what the cipher text block would be

1 // Chapter No : 6 E x e r c i s e Number : 6 . 5 o f the Book
Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Pranav

S r e e n i v a s a r a o 16BCE1361 Anamay Prateek (16
BCCE1267 ) ) Guided by Dr . T . Subbulakshmi ,
P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9

10 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

11 //SCILAB v e r s i o n 5 . 5 . 2
12

13

14 clc;

15 clear;

16 function bin=hex2bin(hex)

17 bin=””
18 for i=1: length(hex)

19 temp=dec2bin(hex2dec(part(hex ,i:i)) ,4)

20 bin=bin+temp
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21 end

22 endfunction

23

24 function hex=bin2hex(bin)

25 hex=””
26 for i=1: length(bin)/4

27 temp=””
28 for j=1:4

29 temp=temp+part(bin ,(i-1) *4+j:(i-1) *4+j)

30 end

31 hex=hex+dec2hex(bin2dec(temp))

32 end

33 endfunction

34

35 function lshft=shift(shft ,no)

36 lshft=””
37 for n=1:no

38 temp=shft (1)

39 for o=2:28

40 shft(o-1)=shft(o)

41 end

42 shft (28)=temp

43 end

44 lshft=shft

45 endfunction

46

47 function [i_p ,l,r,i_p_b ,l_b ,r_b]= ini_perm(plain)

48 p_bin=hex2bin(plain)

49 q=”
0000000000000000000000000000000000000000000000000000000000000000
”

50 for i=1:64

51 gg(i)=part(q,i:i)

52 end

53 m=[

54 58 50 42 34 26 18 10 2;

55 60 52 44 36 28 20 12 4;

56 62 54 46 38 30 22 14 6;
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57 64 56 48 40 32 24 16 8;

58 57 49 41 33 25 17 09 1;

59 59 51 43 35 27 19 11 3;

60 61 53 45 37 29 21 13 5;

61 63 55 47 39 31 23 15 7]

62 for k=1:64

63 for i=1:8

64 for j=1:8

65 if(k==m(i,j))

66 gg((i-1) *8+j)=part(p_bin ,k:k)

67 end

68 end

69 end

70 end

71 i_p_b=””
72 l_b=””
73 r_b=””
74 for i=1: length(q)

75 i_p_b=i_p_b+gg(i)

76 if i<= length(q)/2

77 l_b=l_b+gg(i)

78 else

79 r_b=r_b+gg(i)

80 end

81 end

82 r=bin2hex(r_b)

83 i_p=bin2hex(i_p_b)

84 l=bin2hex(l_b)

85 endfunction

86

87 function res=fin_perm(inp)

88 l=[

89 40 8 48 16 56 24 64 32;

90 39 7 47 15 55 23 63 31;

91 38 6 46 14 54 22 62 30;

92 37 5 45 13 53 21 61 29;

93 36 4 44 12 52 20 60 28;

94 35 3 43 11 51 19 59 27;
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95 34 2 42 10 50 18 58 26;

96 33 1 41 9 49 17 57 25]

97 for k=1:64

98 for i=1:8

99 for j=1:8

100 if(k==l(i,j))

101 ss((i-1) *8+j)=part(inp ,k:k)

102 end

103 end

104 end

105 end

106 res=””
107 for i=1:64

108 res=res+ss(i)

109 end

110 endfunction

111

112 function rk=genroundkey(lb,rb)

113 kct=[

114 14 17 11 24 01 05 03 28;

115 15 06 21 10 23 19 12 04;

116 26 08 16 07 27 20 13 02;

117 41 52 31 37 47 55 30 40;

118 51 45 33 48 44 49 39 56;

119 34 53 46 42 50 36 29 32]

120 for k=1:56

121 for i=1:6

122 for j=1:8

123 if k==kct(i,j)

124 if k<=28

125 uu((i-1) *8+j)=lb(k)

126 else

127 uu((i-1) *8+j)=rb(k-28)

128 end

129 end

130 end

131 end

132 end
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133 rk=””
134 for i=1:48

135 rk=rk+uu(i)

136 end

137 l=””
138 r=””
139 for i=1:28

140 l=l+lb(i)

141 r=r+rb(i)

142 end

143 endfunction

144

145 function ru=func(y,test)

146 sbox=[

147 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7;

148 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8;

149 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0;

150 15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13;

151

152 15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10;

153 3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5;

154 0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15;

155 13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9;

156

157 10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8;

158 13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1;

159 13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7;

160 1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12;

161

162 7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15;

163 13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9;

164 10 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4;

165 3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14;

166

167 2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9;

168 14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6;

169 4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14;

170 11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3;
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171

172 12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11;

173 10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8;

174 9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6;

175 4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13;

176

177 4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1;

178 13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6;

179 1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2;

180 6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12;

181

182 13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7;

183 1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2;

184 7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8;

185 2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11]

186 spt=[

187 16 7 20 21 29 12 28 17;

188 1 15 23 26 5 18 31 10;

189 2 8 24 14 32 27 3 9;

190 19 13 30 6 22 11 4 25]

191 epbt=[

192 32 1 2 3 4 5;

193 4 5 6 7 8 9;

194 8 9 10 11 12 13;

195 12 13 14 15 16 17;

196 16 17 18 19 20 21;

197 20 21 22 23 24 25;

198 24 25 26 27 28 29;

199 28 29 30 31 32 1]

200 for k=1:32

201 for i=1:8

202 for j=1:6

203 if k==epbt(i,j)

204 ff((i-1) *6+j)=part(y,k:k)

205 end

206 end

207 end

208 end
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209 for i=1:48

210 if part(test ,i:i)==ff(i)

211 nn(i)=”0”
212 else

213 nn(i)=”1”
214 end

215 end

216 temp=””
217 for i=1:8

218 row=bin2dec(nn((i-1) *6+1)+nn((i-1) *6+6))

219 col=bin2dec(nn((i-1) *6+2)+nn((i-1) *6+3)+nn((

i-1) *6+4)+nn((i-1) *6+5))

220 temp=temp+dec2bin(sbox((i-1)*4+row+1,col+1)

,4)

221 end

222 for k=1:32

223 for i=1:4

224 for j=1:8

225 if k==spt(i,j)

226 dd((i-1) *8+j)=part(temp ,k:k)

227 end

228 end

229 end

230 end

231 ru=””
232 for i=1:32

233 ru=ru+dd(i)

234 end

235 endfunction

236

237 p=” 123456 ABCD132536”
238 key=”AABB09182736CCDD”
239 disp(” P l a i n Text : ”+p)
240 disp(”Key : ”+key)
241

242 keyb=hex2bin(key)

243 for i=1: length(keyb)

244 ah(i)=part(keyb ,i:i)
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245 end

246

247 q=”
00000000000000000000000000000000000000000000000000000000
”

248 for i=1: length(q)

249 qq(i)=part(q,i:i)

250 end

251 pbdt=[

252 57 49 41 33 25 17 09 01;

253 58 50 42 34 26 18 10 02;

254 59 51 43 35 27 19 11 03;

255 60 52 44 36 63 55 47 39;

256 31 23 15 07 62 54 46 38;

257 30 22 14 06 61 53 45 37;

258 29 21 13 05 28 20 12 04]

259

260 for k=1:64

261 for i=1:7

262 for j=1:8

263 if k==pbdt(i,j)

264 qq((i-1) *8+j)=ah(k)

265 end

266 end

267 end

268 end

269

270 i_p_b=””
271 l_b=””
272 r_b=””
273 for i=1: length(q)

274 i_p_b=i_p_b+qq(i)

275 if i<= length(q)/2

276 l_b=l_b+qq(i)

277 else

278 r_b=r_b+qq(i)

279 end

280 end
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281 r=bin2hex(r_b)

282 i_p=bin2hex(i_p_b)

283 l=bin2hex(l_b)

284

285 [i,l,r,ib,lb ,rb]= ini_perm(p)

286 disp(” A f t e r i n i t i a l pe rmutat i on : ”+i+” ”+ib)
287 disp(”L0 = ”+l+” ”+lb)
288 disp(”R0 = ”+r+” ”+rb)
289

290 lbn=qq (1:28)

291 rbn=qq (29:56)

292 disp(””)
293 disp(”Round L e f t Right RoundKey

”)
294 for z=1:16

295 if z==1

296 n=1

297 elseif z==2

298 n=1

299 elseif z==9

300 n=1

301 elseif z==16

302 n=1

303 else

304 n=2

305 end

306 lbn=shift(lbn ,n)

307 rbn=shift(rbn ,n)

308 rkn=genroundkey(lbn ,rbn)

309 lb_n=func(rb,rkn)

310 lb=dec2bin(bitxor(bin2dec(lb_n),bin2dec(lb)) ,32)

311 if z<16

312 temp=rb

313 rb=lb

314 lb=temp

315 end

316 disp(”Round”+string(z)+” ”+bin2hex(lb)+”
”+bin2hex(rb)+” ”+bin2hex(rkn))
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317 end

318 fp=fin_perm(lb+rb)

319 disp(””)
320 disp(” ( L16+R16 ) : ”+bin2hex(lb+rb)+” ”+lb+rb)
321 disp(” Cipher Text Afe r F i n a l Permutat ion : ”+bin2hex

(fp))
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Chapter 9

Mathematics of Cryptography

Scilab code Exa 9.2 List the Primes smaller than 10

1 // Chapter No : 9 E x e r c i s e Number : 9 . 2 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //
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|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 230 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the a l l p r imes which a r e l e s s than 10
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 n=10

18 for i=2:n

19 error=0

20 for j=2:i-1

21 if(pmodulo(i,j)==0)

22 error=1

23 break

24 end

25

26 end

27 if(error ==0)

28 disp(i)

29 end

30 end

Scilab code Exa 9.3 Three primes greater than 17

1 // Chapter No : 9 E x e r c i s e Number : 9 . 3 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
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5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 230 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Prove tha t t h e r e e x i s t s i n f i n i t e number o f

pr imes
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 n=510511

18 disp (19)

19 disp (97)

20 disp (277)

Scilab code Exa 9.4 Find the number of primes less than 1000000

1 // Chapter No : 9 E x e r c i s e Number : 9 . 4 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
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f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 231 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the number o f pr imes l e s s than 1 , 000 , 000
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 n=1000000

18 x=n/log(n)

19 y=n/(log(n) -1.08366)

20 disp(int32(x))

21 disp(int32(y))

Scilab code Exa 9.5 is 97 a prime

1 // Chapter No : 9 E x e r c i s e Number : 9 . 5 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
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2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 231 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Check whether 97 i s a prime or not
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 n=97

18 error=0

19 for i=2: sqrt(n)

20 if(pmodulo(n,i)==0)

21 error=1

22 break

23 end

24 end

25

26 if(error ==0)

27 disp(” Yes Prime ! ”)
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28 else

29 disp(”No not a Prime ! ”)
30 end

Scilab code Exa 9.6 is 301 a prime

1 // Chapter No : 9 E x e r c i s e Number : 9 . 6 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 231 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Check whether 301 i s a prime or not
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;
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16 clear;

17 n=301

18 error=0

19 for i=2: sqrt(n)

20 if(pmodulo(n,i)==0)

21 error=1

22 break

23 end

24 end

25

26 if(error ==0)

27 disp(” Yes Prime ! ”)
28 else

29 disp(”No not a Prime ! ”)
30 end

Scilab code Exa 9.7 Find the Eulers phi function value for 13

1 // Chapter No : 9 E x e r c i s e Number : 9 . 7 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai
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9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 232 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the Euler ’ s phi−f u n c t i o n v a l u e f o r 13
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 function result=phi(n,e)

18 x=factor(n)

19 if(n==1)

20 result =0

21 elseif(x==n)

22 result =(n^e) -(n^(e-1))

23 else

24 [a,b]= unique(x)

25 for i=1: length(a)

26 if(i<length(a))

27 result(i)=phi(a(i),b(i+1)-b(i))

28 else

29 result(i)=phi(a(i),length(x)+1-b(i))

30 end

31 end

32 end

33 endfunction

34

35 n=13

36 result=phi(n,1)

37

38 ans=1

39 for i=1: length(result)

40 ans=ans*result(i)

41 end
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42

43 disp(ans)

Scilab code Exa 9.8 Find the Eulers phi function value for 10

1 // Chapter No : 9 E x e r c i s e Number : 9 . 8 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 232 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the Euler ’ s phi−f u n c t i o n v a l u e f o r 10
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;
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17 clear;

18 function result=phi(n,e)

19 x=factor(n)

20 if(n==1)

21 result =0

22 elseif(x==n)

23 result =(n^e) -(n^(e-1))

24 else

25 [a,b]= unique(x)

26 for i=1: length(a)

27 if(i<length(a))

28 result(i)=phi(a(i),b(i+1)-b(i))

29 else

30 result(i)=phi(a(i),length(x)+1-b(i))

31 end

32 end

33 end

34 endfunction

35

36 n=10

37 result=phi(n,1)

38

39 ans=1

40 for i=1: length(result)

41 ans=ans*result(i)

42 end

43

44 disp(ans)

Scilab code Exa 9.9 Find the Eulers phi function for 240

1 // Chapter No : 9 E x e r c i s e Number : 9 . 9 o f the Book
Name : Cryptography and Network S e c u r i t y by

Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the
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CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 232 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the Euler ’ s phi−f u n c t i o n f o r 240
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 function result=phi(n,e)

19 x=factor(n)

20 if(n==1)

21 result =0

22 elseif(x==n)

23 result =(n^e) -(n^(e-1))

24 else

25 [a,b]= unique(x)

26 for i=1: length(a)

27 if(i<length(a))

28 result(i)=phi(a(i),b(i+1)-b(i))
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29 else

30 result(i)=phi(a(i),length(x)+1-b(i))

31 end

32 end

33 end

34 endfunction

35

36 n=240

37 result=phi(n,1)

38

39 ans=1

40 for i=1: length(result)

41 ans=ans*result(i)

42 end

43

44 disp(ans)

Scilab code Exa 9.10 Check the given derivation

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 0 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
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U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 232 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Check whether ( 4 9 ) = ( 7 ) ∗ ( 7 ) = 6∗6 =

3 6 .
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 function result=phi(n,e)

19 x=factor(n)

20 if(n==1)

21 result =0

22 elseif(x==n)

23 result =(n^e) -(n^(e-1))

24 else

25 [a,b]= unique(x)

26 for i=1: length(a)

27 if(i<length(a))

28 result(i)=phi(a(i),b(i+1)-b(i))

29 else

30 result(i)=phi(a(i),length(x)+1-b(i))

31 end

32 end

33 end

34 endfunction

35

36 n=49

37 expectedAns =36

38 result=phi(n,1)

39
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40 ans=1

41 for i=1: length(result)

42 ans=ans*result(i)

43 end

44

45 if(expectedAns ~= ans)

46 printf(”No , the answer i s %d”,ans)
47 else

48 printf(” Yes ”)
49 end

Scilab code Exa 9.11 Find the number of elements in Z of 14

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|
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12 // | This worked out example found i n Page No : 233 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the number o f e l e m e n t s i n Z ( 1 4 ) ∗
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 function result=phi(n,e)

19 x=factor(n)

20 if(n==1)

21 result =0

22 elseif(x==n)

23 result =(n^e) -(n^(e-1))

24 else

25 [a,b]= unique(x)

26 for i=1: length(a)

27 if(i<length(a))

28 result(i)=phi(a(i),b(i+1)-b(i))

29 else

30 result(i)=phi(a(i),length(x)+1-b(i))

31 end

32 end

33 end

34 endfunction

35

36 n=14

37 result=phi(n,1)

38

39 ans=1

40 for i=1: length(result)

41 ans=ans*result(i)

42 end

43

44 disp(ans)
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Scilab code Exa 9.12 Find the result of 6 Pow 10 and mod 11

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 233 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the r e s u l t o f 6ˆ10 mod 11
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 a=6

18 b=10

151



19 n=11

20 // aˆb mod n
21 if b==n then

22 p=b

23 x=factor(p)

24 if size(x,”∗”)==1 then

25 disp(a)

26 end

27 elseif b==n-1 then

28 p=b+1

29 y=factor(p)

30 if size(y,”∗”)==1 & pmodulo(a,p)~=0 then

31 disp (1)

32 end

33 end

Scilab code Exa 9.13 Find the result of 3 Pow 12 and mod 11

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai
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9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 233 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find t h e r e s u l t o f 3ˆ12 mod 11
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 a=3

18 b=12

19 n=11

20 // aˆb mod n
21

22 b2=b-n

23 b=b-b2

24

25

26 if b==n then

27 p=b

28 x=factor(p)

29 if size(x,”∗”)==1 then

30 ans=a

31 end

32 elseif b==n-1 then

33 p=b+1

34 y=factor(p)

35 if size(y,”∗”)==1 & pmodulo(a,p)~=0 then

36 ans=1

37 end

38 end

39

40 disp(ans*pmodulo(a^b2,n))
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Scilab code Exa 9.14 Multiplicative inverse modulo a prime number can be found without using the extended Euclidean algorithm

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 234 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the m u l t i p l i c a t i v e i n v e r s e o f 8 i n Z ( 1 7 ) ,

5 i n Z ( 2 3 ) , 60 i n Z ( 1 0 1 ) and 22 i n Z ( 2 1 1 )
wi thout u s i n g extended e u c l i d ’ s a l g o r i t h m

14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;
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17 function result = fermatMI(a,n)

18 x=factor(n)

19 if size(x,”∗”) == 1 then

20 t=n-2

21 result=pmodulo(a^t,n)

22 else

23 disp(” M u l t i p l i c a t i v e i n v e r s e can not be
found f o r non prime modulus ! ! ”)

24 end

25 endfunction

26

27 // ( a ) M u l t i p l i c a t i v e I n v e r s e o f 8 modulus 17
28 a=8

29 n=17

30 disp(fermatMI(a,n))

31

32 // ( b ) M u l t i p l i c a t i v e I n v e r s e o f 5 modulus 23
33 a=5

34 n=23

35 disp(fermatMI(a,n))

36

37 // ( c ) M u l t i p l i c a t i v e I n v e r s e o f 60 modulus 101
38 a=60

39 n=101

40 disp(”To Big C a l c u l a t i o n ! ”)
41

42 // ( d ) M u l t i p l i c a t i v e I n v e r s e o f 22 modulus 211
43 a=22

44 n=211

45 disp(”To Big C a l c u l a t i o n ! ”)

Scilab code Exa 9.15 Find the result of 6 pow 24 mod 35

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 5 o f the
Book Name : Cryptography and Network S e c u r i t y by
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Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
2 // This f i l e must be used under the terms o f the

CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 234 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the r e s u l t o f 6ˆ24 mod 35
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15

16 clc;

17 clear;

18 function result=phi(n,e)

19 x=factor(n)

20 if(n==1)

21 result =0

22 elseif(x==n)

23 result =(n^e) -(n^(e-1))

24 else

25 [a,b]= unique(x)

26 for i=1: length(a)
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27 if(i<length(a))

28 result(i)=phi(a(i),b(i+1)-b(i))

29 else

30 result(i)=phi(a(i),length(x)+1-b(i))

31 end

32 end

33 end

34 endfunction

35

36 a = 6

37 b = 24

38 n = 35

39

40 result=phi(n,1)

41 ans=1

42 for i=1: length(result)

43 ans=ans*result(i)

44 end

45

46 if(ans == b) then

47 disp (1)

Scilab code Exa 9.16 Find the result of 20 pow 62 Mod 77

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 6 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2
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−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 235 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the r e s u l t o f 20ˆ62 mod 77
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 function result=phi(n,e)

18 x=factor(n)

19 if(n==1)

20 result =0

21 elseif(x==n)

22 result =(n^e) -(n^(e-1))

23 else

24 [a,b]= unique(x)

25 for i=1: length(a)

26 if(i<length(a))

27 result(i)=phi(a(i),b(i+1)-b(i))

28 else

29 result(i)=phi(a(i),length(x)+1-b(i))

30 end

31 end

32 end

33 endfunction

34

35 a = 20
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36 b = 62

37 n = 77

38

39 result=phi(n,1)

40 ans=1

41 for i=1: length(result)

42 ans=ans*result(i)

43 end

44

45 trySuccess = 0

46 finalAns = 1

47 for i=1:5

48 tempB = b-i

49 if(pmodulo(tempB ,ans)==0) then

50 finalAns = pmodulo(a,n)

51 finalAns = finalAns * pmodulo(a^(i-1),n)

52 finalAns = pmodulo(finalAns ,n)

53 trySuccess = 1

54 break

55 end

56 end

57 if(trySuccess ==1)

58 disp(finalAns)

Scilab code Exa 9.17 Multiplicative inverses

1 // Chapter No : 9 E x e r c i s e Number : 9 . 1 7 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms
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5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Student Shreya

Ra j i v Somkuwar (15 BCE1225 ) , Student J Robin Raj (15
BCE1325 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r

8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
U n i v e r s i t y Chennai

9 //The Operat ing System used f o r w r i t i n g the code
found i n t h i s f i l e i s Windows 8

10 //SCILAB v e r s i o n 5 . 5 . 2
11 //

|−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−|

12 // | This worked out example found i n Page No : 235 o f
the book w i l l do the f o l l o w i n g o p e r a t i o n s

|
13 // | 1 . Find the m u l t i p l i c a t i v e i n v e r s e o f 8 i n Z ( 7 7 ) ,

7 i n Z ( 1 5 ) , 60 i n Z ( 1 8 7 ) and 71 i n Z ( 1 0 0 )
14 // | 2 . P r i n t the r e s u l t i n the s c i l a b command l i n e
15 clc;

16 clear;

17 function result=phi(n,e)

18 x=factor(n)

19 if(n==1)

20 result =0

21 elseif(x==n)

22 result =(n^e) -(n^(e-1))

23 else

24 [a,b]= unique(x)

25 for i=1: length(a)

26 if(i<length(a))

27 result(i)=phi(a(i),b(i+1)-b(i))

28 else

29 result(i)=phi(a(i),length(x)+1-b(i))

30 end

31 end

32 end
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33 endfunction

34

35

36

37 // ( a ) M u l t i p l i c a t i v e I n v e r s e o f 8 modulus 77
38 a1=8

39 n1=77

40

41 result1=phi(n1 ,1)

42 ans1=1

43 for i=1: length(result1)

44 ans1=ans1*result1(i)

45 end

46

47 printf(”The answer i s (%dˆ%d) mod %d! To b i g
c a l c u l a t i o n f o r f i n a l Answer ! ! ”,a1 ,ans1 -1,n1)

48

49 // ( b ) M u l t i p l i c a t i v e I n v e r s e o f 7 modulus 15
50 a2=7

51 n2=15

52

53 result2=phi(n2 ,1)

54 ans2=1

55 for i=1: length(result2)

56 ans2=ans2*result2(i)

57 end

58

59 printf(”\nThe answer i s %d ! ”,pmodulo(a2^(ans2 -1),n2)
)

60

61

62 // ( c ) M u l t i p l i c a t i v e I n v e r s e o f 60 modulus 187
63 a3=60

64 n3=187

65

66 result3=phi(n3 ,1)

67 ans3=1

68 for i=1: length(result3)
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69 ans3=ans3*result3(i)

70 end

71

72 printf(”\nThe answer i s (%dˆ%d) mod %d! To b i g
c a l c u l a t i o n f o r f i n a l Answer ! ! ”,a3 ,ans3 -1,n3)

73

74

75 // ( d ) M u l t i p l i c a t i v e I n v e r s e o f 71 modulus 100
76 a4=71

77 n4=100

78

79 result4=phi(n4 ,1)

80 ans4=1

81 for i=1: length(result4)

82 ans4=ans4*result4(i)

83 end

84

85 printf(”\nThe answer i s (%dˆ%d) mod %d! To b i g
c a l c u l a t i o n f o r f i n a l Answer ! ! ”,a4 ,ans4 -1,n4)
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Chapter 10

Asymmetric key Cryptography

Scilab code Exa 10.3 how the tuple x is found using inverse knapsacksum routine

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−− i n v e r s e knapsack Cryptosystem−−−
12 clc;
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13 clear;

14 printf(”\n −−−−−−−−Ex 10.3−−−−−−−−\n\n\n”);
15 s=272; // i n i t i a l v a l u e o f i n v e r s e knapsack sum
16 st=[0 0 0 0 0 0]; // a r r a y to s t o r e v a r i o u s i n v e r r s e

knapsack sums tha t w i l l be g e n e r a t e d
17 a=[17 25 46 94 201 400]; // g i v e n t u p l e v a l u e s
18 x=[0 0 0 0 0 0]; // v a r i a b l e to check where the

knapsack r o u t i n e i s t r u e or not
19 function []= inv_knapsack(s,a,x,st)

20 for i=1: length(a)

21 len=7-i;

22 st(len)=s;// s t o r i n g the sum a f t e r eve ry
i t e r a t i o n

23 if(s>=a(len))// c h e c k i n g i f the i n v e r s e
knapsack sum i s t r u e ( 1 ) or f a l s e ( 0 )

24 x(len)=1;

25 s=s-a(len);// g e n e r a t i n g v a l u e o f the
next i n v e r s e knapsack sum

26 else

27 x(len)=0;

28 end

29 end

30 printf(” i \ t a i \ t s \ t s>=a i \ tx \n\n”);// p r i n t i n g a l l
the v a l u e s o f i n v e r s e knapsack sum a long with

t u l e s a and x i n t a b u l a r form
31 for i=1: length(a)

32 len=7-i;

33 if (x(len)==0)

34 printf(”%d\t%d\t%d\ t f a l s e \t%d”,len ,a(
len),st(len),x(len));// p r i n t i n g
a l l the i n v e r s e knapsacks tha t a r e

f a l s e
35 printf(”\n”);
36 else

37 printf(”%d\t%d\t%d\ t t r u e \t%d”,len ,a(
len),st(len),x(len));// p r i n t i n g
a l l the i n v e r s e knapsacks tha t
a r e t r u e
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38 printf(”\n”);
39 end

40

41 end

42 printf(”\nThe knapsacks a r e as f o l l o w s : ”);//
p r i n t i n g the c o r r e c t knapsack v a l u e s .

43 for i=1: length(a)

44 if(x(i)==1)

45 printf(” %d\ t ”,a(i));
46 end

47 end

48 endfunction

49 inv_knapsack(s,a,x,st);// c a l l i n g the i n w e r s e
knapsack f u n c t i o n

Scilab code Exa 10.5 Proof of RSA

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 5 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
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10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−− Proo f o f RSA−−−
12 clc;

13 clear;

14 printf(”\n −−−−−−−−Ex 10.5−−−−−−−−\n\n\n”);
15 //Bob c h o o s e s v a l u e o f p and q
16 p=7;

17 q=11;

18 // Value o f n i s found by m u l t i p l y i n g p and q
19 n=p*q;

20 // f i ( n ) c a l c u l a t e d by m u l t i p l y i n g p−1 and q−1
21 fi=(p-1)*(q-1);

22 e=13; // g i v e n enc ryptn key
23 d=37; // g i v e n d e c r y p t i o n key
24 m=1; // v a l u e f o r c h e c k i n g i n v e r s e modulo
25 l=(e*d);// m u l t i p l y i n g e n c r y p t i o n and d e c r y t i o n
26 lm= modulo(l,fi);// modulo o f e n c r y p t i o n d e c r y p t i o n

product with f i ( n )
27 pt=5; // g i v e n p l a i n t e x t
28 ct=0; // d e c l a r i n g c i p h e r t e x t v a r i a b l e
29 if(lm==m)// c h e c k i n g i f e n c r y p t i o n d e c r y p t i n modulo

with f i ( n ) i f 1 or not
30 printf(”\n The p l a i n t e x t to be s e n t from A l i c e

to Bob i s %d ”,pt);
31 ct=modulo ((pt^e),n);// c a l c u l a t i n g the c i p h e r

t e x t
32 printf(”\n The c i p h e r t e x t s e n t i s %d”,ct);
33 end

34 c=26;

35 if (c==ct)

36 printf(”\n The c i p h e r t e x t r e c i e v e d by Bob from
A l i c e i s %d”,ct);

37 ptt=modulo ((ct^d),n);// c a l c u l a t i n g the p l a i n
t e x t

38 end
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Scilab code Exa 10.7 Proof of RSA

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 7 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−Proo f o f RSA−−−
12 clc;

13 clear;

14 //Bob c h o o s e s v a l u e o f p and q
15 p=397;

16 q=401;

17 // Value o f n i s found by m u l t i p l y i n g p and q
18 n=p*q;

19 // f i ( n ) c a l c u l a t e d by m u l t i p l y i n g p−1 and q−1
20 fi=(p-1)*(q-1);

21 e=343; // g i v e n enc ryptn key
22 d=12007; // g i v e n d e c r y p t i o n key
23 m=1;
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24 s=0; // rndom va lu to
25 l=(e*d);

26 lm= modulo(l,fi);// modulo o f e n c r y p t i o n d e c r y p t i o n
product with f i ( n )

27 printf(”\n Let the input s t r i n g by J e n n i f e r i s NO”);
28 printf(”\n We c o n v e r t NO i n t o (00−25) i e NO=1314. ”);
29 pt =1314; // g i v e n p l a i n t e x t
30 t=1;

31 // p r o c e d u r e to c a l c u l a t e c i p h e r t e x t
32 for i=1:49

33 s=(1314^4);

34 t=t*( modulo(s,n));

35 end

36 // tu=modulo ( t , n ) ;
37 u=1;

38 for i=1:49

39 s=(1314^3);

40 u=u*( modulo(s,n));

41 end

42 ut=modulo(u,n);

43 ct=0;

44 if(lm==m)// c h e c k i n g i f e n c r y p t i o n d e c r y p t i n modulo
with f i ( n ) i f 1 or not

45 printf(”\n The p l a i n t e x t to be s e n t from A l i c e
to Bob i s %d ”,pt);

46 ct=u*t;// c a l c u l a t i n g the c i p h e r t e x t
47 printf(”\n The c i p h e r t e x t s e n t i s %d”,ct);
48 end

Scilab code Exa 10.8 RSA encryption and decryption

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 8 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
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CeCILL .
3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the

f i l e COPYING, which
4 // you shou ld have r e c e i v e d as pa r t o f t h i s

d i s t r i b u t i o n . The terms
5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−− RSA e n c r y p t i o n and dec ryp t i on−−−
12 clc;

13 clear;

14 printf(”\n\nWe choos e 512 b i t p and q and c a l c u l a t e
n and f i ( n ) , wthen we choos e e and t e s t f o r
r e l a t i v e p r imene s s with f i ( n ) . We then c a l c u l a t e
d . F i n a l l y we show the r e s u l t s o f e n c r y p t i o n and
d e c r y p t i o n . The i n t e g e p i s a 159 d i g i t number . ”)
;

15 //We choos e v a l u e o f p and q
16 printf(”\n\n p

=9613034531358350457419158128061542790930984559499621582258315087964794045505647063849215716018034750312098666606492420191808780667421096063354219926661209
”);

17 printf(”\n\n q i s a 160 d i g i t number : \ n q
=1206019195723144691827679420445089600155592505463703393606179832173148214848376465921538945320917522527322683010712069560460251388745524969000359660045617
”);

18 // Value o f n i s found by m u l t i p l y i n g p and q
19 printf(”\n \nThe v a l u e o f n=p∗q\n =

1159350417396761496889250986465887523771457375454144775485526137614788540832635081727687881596832516846884930062548576400025016241455233918292716250765677072746009708271412773043496050055634727456662806009992403710299142447229221577279853172703383931334692684137327622000966676671831831088373420823444370953
”);

20 // f i ( n ) c a l c u l a t e d by m u l t i p l y i n g p−1 and q−1
21 printf(”\n \ n f i ( n )

=1159350417396761496761496889250986461588752377147375454144775485526137614788540832635081727687881596832516846884930062548576411125016241455233918292716250765675105423360849216752034482627988117554787657013923444405716989581728196098226361075467211864612171359107358640614008885170265377277264467341066243857664128
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”);
22 // g i v e n enc ryptn key
23 printf(”\n \ne =35535”);
24 // g i v e n d e c r y p t i o n key
25 printf(”\n\nd

=58008302860037763936093661289677946690620896509621804228661113805938528223587317062869100300217108590443384021707298690876006115306202524959884448047568240966247081485817130463240644077704833708533328853214470885955136670294831
”);

26 // g i v e n p l a i n t e x t
27 printf(”\n\n A l i c e wants to send the message THIS IS

A TEST which can be changed to a numr=e r i c v a l u e
u s i n g the 00−26 encod ing scheme . ”);

28 // p l a i n t e x t c o n v e r t e d i n numer ic v a l u e s
c o r r e s p o n d i n g to t h e i r a l p h a b e t p o s i t i o n

29 printf(”\n\n P l a i n t e x t= 1907081826081826002619041819
”);

30 // c a l c u l a t i n g the c i p h e r t e x t
31 printf(”\n\n The c i p h e r t e x t c a c u l a t e d by A l i c e i s C

=Pˆ e which i s : ”);
32 // c i p h e r t e x t i s as f o l l o w s
33 printf(”\n

47530912364622682720635550610545119741125200568297979457173603610127821884789274156609048002350719071527718591497518846588863210224835410336165789846796838676370076577746562507928052114814184404814430812773059004692874248559166462108656
”);

34 // c a l c u l a t i n g p l a i n t e x t from c i p h e r t e x t
35 printf(”\n\n Bob can r e c o v e r the p l a i n t e x t from the

c i p h e r t e x t u s i n g P=Cˆd which i s as f o l l o w s \n
P l a i n t e x t= 1907081826081826002619041819 ”);

36 // c o n v e r t i n g p l a i n t e x t to a l p h a b e t i c message
37 printf(”\n\n Recovered p l a i n t e x t i s THIS IS A TEST

a f t e r decod ing ”);

Scilab code Exa 10.9 Rabin Cryptosystem

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 9 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007
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2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−− Rabin Cryptosytem−−−
12 clc;

13 clear;

14 printf(”\n−−−−−−−−−−−Ex10.9−−−−−−−−−−−”);
15 //Bob s e l e c t s the v a l u e o f p and q which a r e

cong ruent to eah o t h e r
16 p=23; // v a l u e o f p
17 q=7; // v a l u e o f q
18 // v a l u e o f n i s found by m u l t i p l y i n g p and q
19 n=p*q;

20 printf(”\n The v a l u e o f n=%d”,n);
21 printf(”\n The p l a i n t e x t to be s e n t by ALice i s pt

=24”);
22 pt=24; // g i v e n p l a i n from A l i c e
23 // p l a i n t e x t and the v a l u e o f n a r e r e l a t i v e l y prime
24 printf(”\n 24 and 161 a r e r e l a t i v e l y pr ime ”);
25 c=modulo ((pt^2) ,161);// c a l c u l a t i n g c i p h e r t e x t
26 printf(”\n C i p e r t e x t s e n t to Bob i s %d”,c);
27 //Bob c a l c u l a t e s a l l the p o s s i b l e comb ina t i on s u s i n g

p and q
28 // the comb ina t i on s through which p l a i n t e x t can be

g e n e r a t e d u s i n g the c i p h e r t e x t
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29 p1=(p+1) /4; // powers a r e be ing c a l c l a t e d
30 p2=(q+1) /4;

31 a1=modulo ((c^p1) ,23);// v a l u e s a r e be ing g e n e r a t e d
32 a2=-(modulo ((c^p1) ,23));

33 a2=a2+23; // f i n d i n g the p o s i t i v e v a l u e f o r the modulo
f u n c t i o n

34 b1=modulo ((c^p2) ,7);// v a l u e s a r e be ing g e n e r a t e d
35 b2=-(modulo ((c^p2) ,7));

36 b2=b2+7; // f i n d i n g the p o s i i t v e v a l u e f o r the modulo
f u n c t i o n

37 // a l l the v a l u e s a r e then p r i n t e d
38 printf(”\n p o s s i b l e answers : \ n”);
39 printf(”\n (%d,%d) ”,a1 ,b1);
40 printf(”\n (%d,%d) ”,a1 ,b2);
41 printf(”\n (%d,%d) ”,a2 ,b1);
42 printf(”\n (%d,%d) ”,a2 ,b2);
43 printf(”\n Note tha t on ly t h e s e f o u r answers , when

squared modulo n , g i v e the cypher t e x t 93 s e n t by
A l i c e ”);

Scilab code Exa 10.10 Elgamal Algorithm to develop ciphertext and plaintext

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 1 0 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15
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BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−Elgamal Algor i thm to deve l op c i p h e r t e x t and

p l a i n t e x t−−−
12 clc;

13 clear;

14 printf(”\n−−−−−−−−−−−Ex10.10−−−−−−−−−−−”);
15 //Bob c h o o s e s the v a l u e o f a l a r g e pr ime number p

and e1− e n c r y p t i o n key 1
16 p=11;

17 e1=2; // 2 i s a p r e m i t i v e r o o t o f Z−11
18 //Bob c h o o s e s the v a l u e o f d e c r y p t i o n key
19 d=3;

20 // e n c r y p t i o n key e2 i s c a l c u l a t e d u s i n g e1 and d
21 e2=e1^d;

22 printf(”\n p u b l i c key a r e %d %d %d”,e1 ,e2,p);
23 printf(”\n p r i v a t e key i s %d”,d);
24 // p u b l i c keys p , e1 , e2 s e n t to a L i c e
25 // d e c r y p t i o n key kept p r i v a t e
26 r=4; // A l i c e c h o o s e s the v a l u e o f r
27 pt=7; // g i v e n p l a i n t e x t
28 mp=e2^r;// v a l u e f o r e2 with power r i s c a l c u l a t e d
29 c1=modulo ((e1^r),p);// c i p h e r t e x t c1 i s c a l c u l a t e d
30 c2=modulo ((pt*mp),p);// c i p h e r t e x t c2 i s c a l c u l a t e d
31 //Bob r e c i e v e s the c i p h e r t e x t s c1 and c2 and

c a l c u l a t e s the p l a i n t e x t
32 printf(”\n The c o n v e r t e d c i p h e r t e x t i s %d %d”,c1 ,c2

);

33 cc=c1^(d-1);// c a l c u l a t i o n on c i p h e r t e x t c1 i s done
34 ccd=modulo(cc,p);// p l a i n t e x t i s c a l c u l a t e d frm the

g i v e n c i p h e r t e x t
35 npt=modulo ((c2*ccd),p);

36 printf(”\n Rec i eved p l a i n t e x t by Bob i s %d”,npt);
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Scilab code Exa 10.11 Elgamal Algorithm to develop ciphertext and plaintext

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 1 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−Elgamal Algor i thm to deve l op c i p h e r t e x t and

p l a i n t e x t ( Fermats Theorem )−−−
12 clc;

13 clear;

14 printf(”\n−−−−−−−−−−−Ex10.11−−−−−−−−−−−”);
15 //Bob c h o o s e s the v a l u e o f a l a r g e pr ime number p

and e n c r y p t i o n key e1
16 p=11;

17 e1=2; // 2 i s a p r e m i t i v e r o o t o f Z−11
18 d=3; //Bob c h o o s e s the v a l u e o f d e c r y p t i o n key
19 e2=e1^d;// v a l u e o f e n c r y p t i o n key e2 i s c a l c u l a t e d

u s i n g e n c r y p t i o n key e1 and d e c r y p t i o n key d
20 // p u b l i c keys p , e1 , e2 s e n t to a L i c e
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21 // d e c r y p t i o n key kept p r i v a t e
22 printf(”\n p u b l i c key a r e %d %d %d”,e1 ,e2,p);
23 printf(”\n p r i v a t e key i s %d”,d);
24 r=4; // A l i c e c h o o s e s the v a l u e o f r
25 pt=7; // g i v e n p l a i n t e x t
26 mp=e2^r;// v a l u e f o r e2 with power r i s c a l c u l a t e d
27 c1=modulo ((e1^r),p);// c i p h e r t e x t c1 i s c a l c u l a t e d
28 c2=modulo ((pt*mp),p);// c i p h e r t e x t c2 i s c a l c u l a t e d
29 //Bob r e c i e v e s the c i p h e r t e x t s c1 and c2 and

c a l c u l a t e s the p l a i n t e x t
30 printf(”\n The c o n v e r t e d c i p h e r t e x t i s %d %d”,c1 ,c2

);

31 cc=c1^(p-d-1);// c a l c u l a t i o n on c i p h e r t e x t c1 i s
done u s i n g Fermats Theorem

32 npt=modulo ((c2*cc),p);// p l a i n t e x t i s c a l c u l a t e d from
the g i v e n c i p h e r t e x t

33 printf(”\n Rec i eved p l a i n t e x t by Bob i s %d”,npt);

Scilab code Exa 10.12 Elgamal Algorithm to develop ciphertext and plaintex

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 1 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT
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U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−Elgamal Algor i thm to deve l op c i p h e r t e x t and

p l a i n t e x t−−−
12 clc;

13 clear;

14 printf(”\n−−−−−−−−−−−Ex10.12−−−−−−−−−−−”);
15 //Bob c h o o s e s the v a l u e o f a l a r g e pr ime number p

and e n c r y p t i o n key e1
16 printf(”\n p u b l i c keys announced by Bob a r e as

f o l l o w s : \ n”);
17 printf(”p

=11534899272561676244925313717014331740490094532609834959814346921905689869862264593212975473787189514436889176562473093615929993728061165964247353440008577
”);

18 e1=2;

19 printf(”\ne1=%d”,e1);
20 // e2

=9788641304300918950876685693809773904388006288733768761002206223325545070741561892123183177046101416733601508841329408572485377031582066010072558707455

21 // //Bob c h o o s e s the v a l u e o f d e c r y p t i o n key
22 d=1007;

23 // p r i n t f (”\n p u b l i c key a r e \n%d \n%d \n%d” , e1 , e2 , p )
;

24 printf(”\n\ n p r i v a t e key i s d=%d”,d);
25 // v a l u e o f e n c r y p t i o n key e2 i s c a l c u l a t e d u s i n g

e n c r y p t i o n key e1 and d e c r y p t i o n key d
26 printf(”\ne2

=9788641304300918950876685693809773904388006288733768761002206223325545070741561892123183177046101416733601508841329408572485377031582066010072558707455
”);

27 // p u b l i c keys p , e1 , e2 s e n t to a L i c e
28 // A l i c e c h o o s e s the v a l u e o f r and the p l a i n t e x t
29 printf(”\n\ n A l i c e c h o o s e s the f o l l o w i n g \nr =545131\

n p l a i n t e x t =3200”);
30 // p l a i n t e x t i s c o n v e r t e d i n t o c i p h e r t e x t u s i n g

e l gama l c r p t o s y s t e m s with Fermats Theorem
31 printf(”\nThe c o n v e r t e d c i p h e r t e x t i s \nc1
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=887297069383528471022570471492275663120260067256562125018188351429417223599712681114105363661705173051581533129165400973736355080295736788569060619152881\
nc2
=7084543330489299445770160123807949995674360218361924469617745069212446961551658007794555930803458896144024085995259195792097216288796813505827795664302950
”);

32 // p l a i n t e x t i s c a l c u l a t e d back from the g e n e r a t e d
c i p h e r t e x t

33 printf(”\n\ n C a l c u l a t e d p l a i n t e x t by Bob i s %d”
,3200);

Scilab code Exa 10.13 Elliptic curve cryptosystem

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 1 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha Gupta (15

bce1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 8
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−− e l l i p t i c cu rve c ryptosys tem−−−
12 clc;

13 clear;

14 printf(”\n F igu r e 1 0 . 1 2 sows two e l l i p t i c c u r v e s
with e q u a t i o n s yˆ2=xˆ3−4x and yˆ2=xˆ3−1. Both a r e
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n o n s i n g u l a r . However , the f i r s t has t h r e e r e a l
r o o t s ( x=−2,x=0 and x=2) , but the second has on ly

one r e a l r o o t ( x=1) and two imag inary ones . ”);

Scilab code Exa 10.14 Finding points on curve using the given elliptic curve equation

1 // Chapter No : 10 E x e r c i s e Number : 1 0 . 1 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−Find ing p o i n t s on curve u s i n g the g i v e n

e l l i p t i c cu rve equat ion−−−
12 clc;

13 clear;

14 // v a l u e s o f x and c o e f f i c i e n t s f o r the g i v e n
e l l i p t i c cu rve e q u a t i o n

15 x=0;

16 a=1; // c o e f f i c i e n t o f xˆ3
17 b=1; // c o e f f i c i e n t o f x
18 p=13; // g i v e n modulo f o r c a l c u l a t i o n
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19 // d e c l a r i n g v a r i a b l e s to be used
20 x3=0;

21 ax=0;

22 w=0;

23 y=0;

24 y2=0;

25 ww=0;

26 printf(”\n p o i n t s on the g i v e n e l l i p t i c cu rve a r e as
f o l l o w s : ”)

27 while x<(p-1) // f i n d i n g the p o i n t s on e l l i p t c curve
28 x3=x*x*x;// v a l u e o f xˆ3
29 ax=a*x;//
30 ww=x3+ax+b;// f u n c t i o n o f g i v e n e l l i p i c cu rve
31 w=modulo ((ww),p);// modulo o f e l l i p t i c f u n c t i o n

wrt to g i v e n modulo
32 if w==1|w==4|w==9|w==3|w==12|w==10|w==0 // c a s e s

with the v a l u e s tha t f a l l w i t h i n the modulo
s e t

33 y=sqrt(w);

34 y2=modulo(p-y,p);// c a l c u l a t i n g and f i n d i n g
the p o i n t s

35 printf(”\n (%d,%d) ”,x,y);// p r i n t i n g the
p o i n t s

36 printf(”\ t (%d,%d) ”,x,y2);
37 end

38 x=x+1;

39 end;

40 // n o t e s r e l a t e d to e l l i p t i c cu rve
41 printf(”\n Note the f o l l o w i n g : ”);
42 printf(”\n a . Some v a l u e s o f yˆ2 donot have a squa r e

r o o t i n modulo 13 a r i t h m a t i c . These a r e not
p o i n t s on t h i s e l l i p t i c cu rve . ”);

43 printf(”\n b . Each p o i n t s d e f i n e d f o r the curve has
an i n v e r s e . The i n v e r s e s a r e l i s t e d as p a i r s . Not

tha t ( 7 , 0 ) i s the i n v e r s e o f i t s e l f . ”);
44 printf(”\n c . Note tha t f o r a p a i r o f i n v e r s e po in t s

, the y v a l u e a r e a d d i t i v e i n v e r s e s o f each o t h e r
i n Zp”);
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45 printf(”\n d . The i n v e r s e a r e on the same v e r t i c a l
l i n e s . ”)
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Chapter 12

Cryptographic Hash function

Scilab code Exa 12.1 example to show message length limitation in SHA 512

1

2 // Chapter No : 12 E x e r c i s e Number : 1 2 . 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //−−− example to show message l e n g t h l i m i t a t i o n i n
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SHA−512−−−
13 clc;

14 clear;

15 disp(” This example shows tha t the message l e n g t h
l i m i t a t i o n o f SHA−512 i s not a s e r i o u s problem . ”
)

16 disp(”A communicat ion network tha t can send 2ˆ64
b i t s per second i s not ye t a v a i l a b l e Even i f i t
were , i t would take many y e a r s to send t h i s
message . This t e l l s us tha t we do not need to
worry about the SHA−512 message l e n g t h
r e s t r i c t i o n ”);

Scilab code Exa 12.2 pages occupied by message 2 pow 128 bits in SHA 512

1

2 // Chapter No : 12 E x e r c i s e Number : 1 2 . 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
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12 //−−−pages o c c u p i e d by message 2ˆ128 b i t s i n SHA
−512−−−

13 clc;

14 clear;

15 printf(” This example a l s o c o n c e r n s the message
l e n g t h i n SHA−512. \n\nSuppose tha t a c h a r a c t e r
i s 32 , o r 2ˆ6 b i t s . \nEach page i s l e s s than
2048 , or approx imat e l y 2ˆ12 , c h a r a c t e r s . \nSo
2ˆ128/2ˆ18 , or 2ˆ110 , pages . \ nThis aga in shows
tha t we need not worry about the message l e n g t h
r e s t r i c t i o n . ”)

Scilab code Exa 12.3 Padding bit generation in SHA 512 for a given message

1

2 // Chapter No : 12 E x e r c i s e Number : 1 2 . 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //−−−Padding b i t g e n e r a t i o n i n SHA−512 f o r a g i v e n
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message−−−
13 clc;

14 clear;

15 printf(”\n Given Message = 2590 ”);
16 m=2590; // g i v e n message b i t s
17 a= -2590 -128; // the message s u b t r a c t e d by 128 (SHA

b i t s )
18 p1=modulo(a ,1024);// c a l c u l a t i n g padding b i t s
19 p=p1 +1024; // f i n d i n g the p o s i t i v e v a l u e
20 printf(”\n Padding = %d ”,p);// padding v a l u e
21 p=p-1; // f i n d i n g number o f 0 ’ s i n padding
22 printf(”\n Padding has one 1 and %d number o f 0”,p);

Scilab code Exa 12.4 Need of padding if original message length multiple of 1024 bits

1

2 // Chapter No : 12 E x e r c i s e Number : 1 2 . 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
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12 //−−−Need o f padding i f o r i g i n a l message l e n g t h
m u l t i p l e o f 1024 b i t s−−−

13 clc;

14 clear;

15 printf(”\n We need padding i f the l e n g t h o f the
o r i g i n a l message i s a l r e a d y a m u l t i p l e o f 1024
b i t s . \ n \ nThis i s be cause we need to add the
l e n g t h f i e l d . \ n So padding i s needed to make the
new b l o c k a m u l t i p l e o f 1024 b i t s . ”)

Scilab code Exa 12.5 Minimum and maximum number of padding bits

1 // Chapter No : 12 E x e r c i s e Number : 1 2 . 5 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−Minimum and maximum number o f padding b i t s−−−
12 clc;

13 clear;

14 printf(”\n a . This minimum l e n g t h o f padding i s 0
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and i t happens when (−M−128) mod 1024 i s 0 .\ n
This means tha t |M| = −128 mod 1024 = 896 mod
1024 b i t s . \ n We add a 128 b i t l e n g t h f i e l d to
make the b l o c k comple te . ”);

15 printf(”\n\n b . The maximum l e n g t h o f padding i s
1023 and i t happens when (−M−128)= 1023 mod 1 0 2 4 .
\ nThis means tha t the l e n g t h o f the o r i g i n a l

message i s |M|= (−128−1023) mod 1024 or the
l e n g t h i s |M| =897 mod 1 0 2 4 .\ n In t h i s c a s e , we
cannot j u s t add the l e n g t h f i e l d because the
l e n g t h o f the l a s t b l o c k e x c e e d s one b i t more
than 1 0 2 4 . \n So we need to add 897 b i t s o
comple te t h i s b l o c k and c r e a t e a second b l o c k o f
896 b i t s . \n Now the l e n g t h can be added to make
t h i s b l o c k comple te . ”)

Scilab code Exa 12.6 how to develop W60

1 // Chapter No : 12 E x e r c i s e Number : 1 2 . 6 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code
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found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−how to deve l op W60−−−
12 clc;

13 clear;

14 printf(”\n Each word i n range W−16 to W−79 i s made
from f o r u r p r e v i o u s l y made words . W−60 i s made as
: ”);

15 printf(”\n \nW60= W44 XOR R o t S h i f t (1−8−7) W45 XOR
W53 XOR R o t S h i f t (19−61−6)W58”);

Scilab code Exa 12.7 conditional function

1 // Chapter No : 12 E x e r c i s e Number : 1 2 . 7 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−−c o n d i t i o n a l f u n c t i o n−−−
12 clc;

13 clear;
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14 printf(”\n D i g i t s i n hexadec ima l a r e 0x7 , 0 xA , 0 xE”);
15 printf(”\n The d i g i t s i n b i n a r y a r e 1001 ,1010 ,1111\ n

\n”);
16 m=[0 1 1 1];

17 n=[1 0 1 0];

18 p=[1 1 1 0];

19 for i=1: length(m)

20 a=bitand(m(i),n(i));

21 b=bitand(p(i),n(i));

22 c=bitand(m(i),p(i));

23 ab=bitxor(a,b);

24 abc=bitxor(ab,c);

25 printf(”\n The r e s u l t f o r the b i t s on b i t p o s i t i o n
%d i s %d”,i,abc);

26 end

Scilab code Exa 12.8 conditional function

1 // Chapter No : 12 E x e r c i s e Number : 1 2 . 8 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

2 // This f i l e must be used under the terms o f the
CeCILL .

3 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

4 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

5 // a r e a l s o a v a i l a b l e at
6 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
7 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
8 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
9 //The Operat ing System used f o r w r i t i n g the code
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found i n t h i s f i l e i s Windows 10
10 //SCILAB v e r s i o n 5 . 5 . 2
11 //−−− C o n d i t i o n a l Funct ion−−−
12 clc;

13 clear;

14 printf(”\n The d i g i t s i n hexadec ima l a r e 0x9 , 0xA , 0
xF”);

15 printf(”\n The d i g i t s i n b i n a r y a r e 1001 ,1010 ,1111\ n
\n”);

16 m=[1 0 0 1];

17 n=[1 0 1 0];

18 p=[1 1 1 1];

19 for i=1: length(m)

20 a=bitand(m(i),n(i));

21 if(n(i)==1)

22 b=0;

23 else

24 b=1;

25 end

26 c=bitand(b,p(i));

27 ab=bitxor(a,c);// s i m i l a r p r o c e d u r e i s done f o r a l l
the b i t s .

28 printf(”\n The r e s u l t f o r the b i t s on b i t p o s i t i o n
%d i s %d”,i,ab);

29 end
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Chapter 15

Key Management

Scilab code Exa 15.1 SYMMETRIC KEY AGREEMENT

1

2 // Chapter No : 15 E x e r c i s e Number : 1 5 . 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //SYMMETRIC KEY AGREEMENT
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13 clc;

14 clear;

15

16 g=7;

17 p=23;

18 printf(”\n g=%d \n p=%d”,g,p);
19 x=3; // A l i c e c h o o s e s x=3
20 printf(”\n x=%d”,x);
21 r1=modulo ((g^x),p);// s t e p 1
22 printf(”\n r1=%d”,r1);
23 y=6; //Bob c h o o s e s y=6
24 printf(”\n y=%d”,y);
25 r2=modulo ((g^y),p);// s t e p 2
26 printf(”\n r2=%d”,r2);
27 printf(”\n\n A l i c e s ends r1 to Bob . ”);// s t e p 3
28 printf(”\n Bob sends r2 to A l i c e ”);// s t e p 4
29 xy=x*y;

30 // C a l c u l a t i o n o f symmetr ic key
31

32 k1=modulo ((r2^x),p); // A l i c e c a l c u l a t e s symmetr ic
key

33 printf(”\n k1=%d”,k1);// s t e p 5
34 k2=modulo ((r1^y),p); //Bob c l c u l a t e s symmetr ic key
35 printf(”\n k2=%d”,k2);// s t e p 6
36 if(k1==k2)

37 printf(”\n\n Value o f K i s same f o r both A l i c e
and Bob”);

38 gxy=g^xy;

39 res=modulo(gxy ,p);// f i n a l comparing o f key on
both A l i c e and Bob s i d e

40 printf(”\n Value o f the key a f t e r c h e c k i n g with
xy i s %d”,res);

41 end

Scilab code Exa 15.2 SYMMETRIC KEY AGREEMENT PROGRAM TO CREATE RANDOM INTEGER
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1

2 // Chapter No : 15 E x e r c i s e Number : 1 5 . 2 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //−−−SYMMETRIC KEY AGREEMENT PROGRAM TO CREATE

RANDOM INTEGER−−−
13 // c r e a t i o n o f R1 , R2 ,K
14 clc;

15 clear;

16 // very l a r g e pr ime number p i s taken a l ong with g , x
and y

17 printf(”\n PROGRAM TO CREATE A RANDOM INTEGER”)
18 printf(”\n p

=7646242985634935721824937659550305074763380967269497489235737728609252356666607554236374233096611800333381061947301309504147387009991780436548785807987581
”);

19 printf(”\n g=2”);
20 printf(”\n x=557”);
21 printf(”\n y=273”);
22 // F o l l o w i n g show the va lu o f R1 , R2 ,K
23 printf(”\n\n F o l l o w i n g show the v a l u e s o f R1 , R2 , and

K”);
24 printf(”\n R1
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=844920284205665505216179474911035094143433698520012660862863631067673361995928082858670080213185929095140217500319973312945836083821943065966020157955354
”);

25 printf(”\n R2
=4352628387092003794707471148955816276363891162621155579751233792185663100114357182083900401818764868417538311653426916302634211067215085896255201288594143
”);

26 printf(”\n K
=15563800066452229059622582752327076527321804694442367852032040014640650008879366512042574267766083279110171530386745612522131516109765842001204086433617740
”);

Scilab code Exa 15.3 how user 1 obtains verified copy of User 3 public key

1

2 // Chapter No : 15 E x e r c i s e Number : 1 5 . 3 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //−−−how u s e r 1 o b t a i n s v e r i f i e d copy o f User3

p u b l i c key−−−
13 clc;

14 clear;
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15 printf(”\n This example shows how User1 knowing on ly
the p u b l i c key \n o f the CA( the r o o t ) , can

o b t a i n a v e r i f i e d copy o f User3 p u b l i c key \n”)
16 printf(”\n User one s ends a cha in o f c e r t i f i c a t e , CA

<<CA1>> and CA!<<User3 >>, to User 1 . ”);
17 printf(”\n a . User1 v a l i d a t e s CA<<CA1>> u s i n g the

p u b l i c key o f CA. ”);
18 printf(”\n b . User1 e x t r a c t s the p u b l i c key o f CA1

from CA<<CA1>>.”);
19 printf(”\n c . User1 v a l i d a t e s CA1<<User3>> u s i n g the

p u b l i c j e y o f CA1 . ”);
20 printf(”\n d . User1 e x t r a c s the p u b l i c key o f User3

from CA1<<User3>>”);

Scilab code Exa 15.4 finding list of roots n the internet explorer

1

2 // Chapter No : 15 E x e r c i s e Number : 1 5 . 4 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code

found i n t h i s f i l e i s Windows 10
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11 //SCILAB v e r s i o n 5 . 5 . 2
12 //−−− f i n d i n g l i s t o f r o o t s n the i n t e r n e t e x p l o r e r

−−−
13 clc;

14 clear;

15 disp(”Some web browser s , such as Netscape and
i n t e r n e t e x p l o r e r , i n c l u d e a s e t o f c e r t i f i c a t e s
from independent r o o t s w i thout a s i n g l e h igh
l e v e l , a u t h o r i t y to c e r t i f y each r o o t . One can
f i n d the l i s t o f t h e s e r o o t s i n the i n t e r n e t
e x p l o r e r at t o o l s / i n t e r n e t o p t i o n s / c o n t e n t s /
c e r t i f i c a t e / t r u s t e d r o o t s ( u s i n g p u l l down menu ) .
The u s e r then can choos e any o f t h i s r o o t and

view the c e r t i f i c a t e . ”);

Scilab code Exa 15.5 How Alice obatains Bobs verified public key

1

2 // Chapter No : 13 E x e r c i s e Number : 1 3 . 1 o f the
Book Name : Cryptography and Network S e c u r i t y by
Behrouz Forouzan , S p e c i a l I n d i a n Ed i t i on , 2007

3 // This f i l e must be used under the terms o f the
CeCILL .

4 // This s o u r c e f i l e i s l i c e n s e d as d e s c r i b e d i n the
f i l e COPYING, which

5 // you shou ld have r e c e i v e d as pa r t o f t h i s
d i s t r i b u t i o n . The terms

6 // a r e a l s o a v a i l a b l e at
7 // http : / /www. c e c i l l . i n f o / l i c e n c e s / Licence CeCILL V2

−en . t x t
8 // This Source f i l e i s Writ ten by Snigdha gupta (15

BCE1087 ) Guided by Dr . T . Subbulakshmi , P r o f e s s o r
9 // Schoo l o f Computing S c i e n c e and Eng inee r ing , VIT

U n i v e r s i t y Chennai
10 //The Operat ing System used f o r w r i t i n g the code
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found i n t h i s f i l e i s Windows 10
11 //SCILAB v e r s i o n 5 . 5 . 2
12 //−−−How A l i c e o b a t a i n s Bob ’ s v e r i f i e d p u b l i c key−−−
13 clc;

14 clear;

15 printf(”\n Bob sends a cha in o f c e r t i f i c a t e s from
Root4 to Bob . ”);

16 printf(”\n A l i c e l o o k s at the d i r e c t o r y o f Root1 to
f i n d Root1<<Root1>> and root1<<Root4>>
c e r t i f i c a t e s . ”);

17 printf(”\n Using the p r o c e s s i n Fig . 1 5 . 2 1 , A l i c e
can v e r i f y p u b l i c key from Bob”);
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